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BCTYII

HaBuanpHa nucrnumiiina «JlepxaBHa moiiTuka y cgepi Kibep3axucTty» CpsMOBaHa Ha
dbopmyBaHHs y 3700yBauiB BHINOI OCBITH KOMIUJIEKCHOTO PO3YMIHHS TEOPETHYHUX Ta
NPaKTUYHUX ACHEKTIB 3abe3medyeHHs KibepOe3neku Ta KiOep3axucTy Ha HalllOHATbHOMY Ta
MDKHApOJAHOMY pIBHSAX. Y CyyacHY €MoXy CTPIMKOIO PO3BUTKY LHU(POBUX TEXHOJOrIH Ta
rno0anbHOi 1H(pOpMaTH3alli CyCHIIbCTBA NMUTaHHS 3abe3neueHHs KibepOesnexku HalOyBae
KPUTUYHOTO 3HAYEHHS JJIs HAIllOHAJbHOI O€3MeKHu JepikKaBH, CTa0lIbHOIO (PYHKIIOHYBaHHS
il IHCTUTYTIB Ta 3aXHCTy NpaB 1 cBoOOJX rpomajasH. B ymoBax cborojgeHHs kiGeparaku
NEepEeTBOPUINCS Ha MNOTY)XHUW IHCTPYMEHT TiOpUAHOI BIMHHM, 3JaTHUM 3aBJaTH 3HAYHOL
MIKOJM KPUTHYHIA IHPPACTPYKTYpi, EKOHOMIUH1HM CTabIIbHOCTI Ta CyBepeHiTeTy AepxaBu. Lli
00CTaBUHM MIJKPECTIOITh aKTyaJbHICTh HaBYAJIbHOI AUCIUILIIHM, KA 30CEPEIKYETHCT Ha
NUTAHHAX BIPOBAPKEHHS Ta BAOCKOHAJEHHS €(PEeKTHUBHOTO KiOep3axucTy [uid 3a0e3MedeHHs
HAI[lOHAJIBHOI 0€3MeKu B yMOBaxX U(PPoOBOi TpaHCchopmMallii.

Memor xypcy «JlepxaBHa momituka y cdepl kibep3axucty» € (GopMyBaHHS Yy
CTYACHTIB LLUIICHOTO PO3YMIHHS OCHOBHUX HPHUHLHUIIB, MEXaHI3MIB Ta IHCTPYMEHTIB
AepXKaBHOI MOJITHKM Yy cdepi KiOepp3axucTy, aHali3 HalllOHAJIbHOI Ta MIKHAPOJHOL
HOPMaTUBHO-IIPABOBOi 0a3u, BUBYEHHSI OCHOBHUX KiOep3arpo3 Ta cTpaTerii mpoTuiii im.

Linamu nHasuanvhoi oucyuniinu €: OBOJIOAIHHS CTYJA€HTAMHU KIIOYOBUMHU MOHATTAMH,
TaKUMH SIK  «KiOep3axucT», «kibepOe3meka», «KiOepmpocTip», «KiOep3TOUYUHHICTHY,
«K10ep3I0urH», «KibepTepopu3M» Ta 1H.; GOpMyBaHHS HAaBHUYOK 3/J1HCHEHHS KOMIIJIEKCHOTO
AOCIHIIKEHHSI HOpMAaTHUBHO-MIPaBOBOi 0a3u kibepOe3neku YKpaiHu Ta MIXKHAPOJIHOTO AOCBITY
y uiii cdepi, BKIOYAIOUM MPAKTUYHI ACTIEKTH; OBOJIOAIHHS METOAMKOIO OLIHKHM Cy4aCHUX
Ki0ep3arpo3; MNpPOBEJEHHS JAETAJIbHOTO aHaji3y CTPYKTYpH, IOBHOBaXe€Hb Ta (YHKIIIH
cy0'ekTIB HaIlOHAJIBHOI cucTeMH KiOepOe3neku; (OpMyBaHHS 3JaTHOCTI 3aCTOCOBYBATH
OTpUMaH1 3HAHHS HA MPaKTHII].

JlocsiTHEHHs. METH Ta IUIed HaB4albHO1 AucuUIUIiHM "Jlep:kaBHa moJiTHka y cdepi
kibep3axucTty" peanizyeTbcs depe3 BUKOHAHHS TaKUX KIIOUOBUX 3agdaub: 1) (QopMyBaHHS
IPYHTOBHO1 TEOPETUYHO1 0a3u 3HaHb 11010 PEeHOMEHY KiOep3JI0UMHHOCT1 Ta HOro CYyTHICHUX
XapaKTEePUCTUK; 2) 3aCBOEHHS MPAKTHUYHOTO IHCTPYMEHTapil0 MpOTUJil Kibep3iourmHam Ta
OCHOBHHUX KOHIENTyaJIbHUX 3acaj KibepOe3neku; 3) omaHyBaHHS METOJ0JIOTIl OIIHIOBAHHS
Ta aHaji3y MOKa3HUKIB KiOEp3TOYMHHOCTI (BKJIIOYAIOUU PIBEHb, CTPYKTYpYy, AMHAMIKY Ta
HIII KUTBKICHI Ta SIKICHI 1HAUKATOpH); 4) MOCTII)KEHHS MPAKTUYHUX aCMeKTIB pO3poOKH Ta
IMIUTEMEHTAIli JepkaBHOT MOJMITUKU y chepi 3abe3nmedeHHs KibepOes3meku Ta 60poThOHU 3
KiOep3JI0YMHHICTIO; 5) HAOyTTs 3HAHb MIOJ0 TUHOJOTI3alii K10€p3JI0UnHIB, IX CTPYKTYpHUX
eJIEMEHTIB, TOCIIJOBHOCTI PO3BUTKY Ta €TamiB peani3amii NOpPOTUIOPaBHUX MOiH Y
kibeprnpoctopi; 6)  AOCHIAKEHHS  METOMIB  KiOep3axucTty  00’€KTIB  KPUTHYHOI
iHQpacTpyKkTypu; 7) aHami3 O0COONMBOCTEH MOMITHKM KiOep3axucTy Ta KibepOe3neku
NpPOBIJTHUX KpaiH CBITY.



CEMIHAPCBKI (ITPAKTHUYHI) 3AHATTA

Ceminapcbke 3ansarTs 1 L
TEMA 1: <« TEOPETUYHI OCHOBU IH®OOPMAIINHOI BE3ITEKH,
KIBEPBE3IIEKH TA KIBEP3AXHUCTY» (2 roa.)

VY cyuacHOMy CBITI iH(pOpMALIS € CTPATErTYHUM PECYPCOM, a ii 3aXUCT Ha0yBae KPUTUYHOTO
3HA4YEHHs JUIs JepKaBH, CYCIJIbLCTBA Ta KOKHOTO T'POMa/ISHUHA. 3 PO3BUTKOM LIU(POBUX TEXHOJIOT1N
3pocTae pHU3UK KidepaTak, BUTOKY KOH(QIICHUIMHUX MJaHUX, 1H(OPMAIMHUX MaHIMYyJSMId 1
IIK|/UTMBOTO BIUIMBY Ha CYyCHiIbHY cBigomicte. Tomy mmranHs iHpopMamiiHOI Oe3mekH,
KibepOesneku Ta Kibep3axucTy € BaXKIMBUMHU CKJIAIOBUMH HaIllOHAIBHOI O€3MeKH YKpaiHHu.

CrTyneHTH MOBUHHI 3aCBOITH 3MICT Ta OCOOJMBOCTI BHXIJHMX MOHSTH JaHOI HaBUYaJIbHOI
JMCLUILTIHN, SKHUMH €: Kibepmpoctip, kibepOesneka, kibep3axuct. Takoxk HEOOXiTHO 3HATH
CIIBBITHOIIICHHS TaKMX MOHATH SK: HaIllOHAIbHA Oe3reka, iHdopmarlriiina 6e3mneka ta kibepoesneka.
OKpeMuM Ba)XKJIMBHMM aCIEKTOM JAaHOI TEMH € PO3YMIHHs MiclLisi Ta pojii KiOep3aXUCTy y iCHYroUii
cucTeMi 0€3MeKH CyCNiJIbCTBA Ta IEP>KaBH.

IHumanns 0o o6206opennsn:

1. KiGepnpocTip: MOHATTS Ta OCOOIUBOCTI.

2. [loHATTS Ta CYTHICThH HalllOHAIBHOI O€3MeKn YKpaiHu.

3. Indopmarniitna 6e3neka y cuCTeMi HaIllOHATBHOI O€3MEeKH.
4. KibepOe3neka: MOHSATTS Ta 3MiCT.

5. IloHATTS «K10ep3axucTy».

3asoanns ona camocmiinoi pooomu:
[Tigrory#iTe npe3enranito Ha TeMy «CITiBBIIHONICHHS HAIIOHAIBHOI Oe3neku, iHpopMaIiitHo1
Oe3neku Ta KibepOe3meKny.

Ilumanna 0na camoKoHmMponio:

1. Jlaiime eusnauennss nowsmms "kibepnpocmip” ma pos3kpuiime 11020 OCHOBHI
Xapaxkmepucmuxu.
AKi 0OCHOBHI KOMNOHeHmMU BKIIOYAE 8 cebe Kibepnpocmip?
Yum 6iopizuaemuvcs kibepnpocmip 6i0 inopmayitinoco npocmopy?
Has3zeimwb ocrnosni ocobrusocmi kibepnpocmopy sk cepedosuya 1100CbKoi OisibHOCHI.
AHx susnauaemovcsa nonsasmms "nayionanvua 6esnexa” 6 3akonooaecmsi Ypainu?
Haszsimv ocnosni 06'ekmu nayionanvnoi besneku Yxpainu.

7. AKumu HOpMamueHo-npagosUMU AKMamu pe2yiomsbcs NUMAHHL HAYIOHAIbHOI be3neKu
6 Ykpaini?

8. Haume susznauenns nonsmms "ingpopmayiiina 6esnexa” ma posxpuiime ii cymuicmeo.

9. Axe micye 3aiimae ingpopmayitina be3nexa 6 cucmemi HayioHaIbHOI be3neku Yxkpainu?

SN

. KI OCHOBHI 3A80AHHS 0epAHCasHOI noaimuxu y cgepi inghopmayilinoi be3nexu:
10 A 0 0 0 ?
11.  AHrxum yunom inghopmayitina 6e3nexa nog'sazana 3 iHWUMU CKIAO0BUMU HAYIOHATbHOL
be3nexu?
. atme susnayenHs nonamms "kibepbesnexa" ma po3xpuiime 11020 0CHOBHULL 3MICM.
12 . 6 6 1
13. Yum eidpisnacmoca nouamms "kibepoesnexa" 6i0 nowsmmsa "inghopmayiiina
be3nexa'?
. Ki OCHOGHI NpuHyunu 3abe3neyeHHs Kibepbe3neKku 6UIHAYEHI 3AKOHOOABCMBOM
14 A o bepb 0
Yrpainu?
15.  Jlaiime eusnauenns nonamms "kibepzaxucm" ma oxapaxmepusyime 1020 3micm.
16. Ak posmeoicosyromucsa nonsmms "kibepdesnexa" ma "kibepzaxucm"?

17.  Aka ponv Oepocasnux opeamie y 3abesneuenui Kibepsaxucmy o06'€ekmie KpumuyHoi
inppacmpyxmypu?
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Ceminapcbke 3aHATTS 2
TEMA 2: «IIPABOBA OCHOBA JEPKABHOI IIOJIITUKA Y CPEPI
KIBEPBE3IIEKHU YKPAIHN» (2 roxa.)

Tema npucBsdeHa KOMILICKCHOMY aHalli3y YAHHOTO HOPMAaTHBHO-TIPABOBOTO 3a0e3Me4YeHHs
kibepOesnekn YKpaiHu Ta OIIHII HOro BiIMOBITHOCTI CydyacHUM BHUKIWKaM. B ymMoBax cTpimkoi
nudposizamii Bcix chep KUTTEASIIBHOCTI CYCHIIbCTBA Ta 3pOCTalOuMX KiOep3arpo3, MUTaHHS
HOPMAaTHUBHO-TIPABOBOTO  3abe3nedeHHs1 KibepOesmekn HaOyBae OCOOIMBOTO 3HAYEHHS IS
HaIlioHaNbHOI Oe3nekn Ykpainu. Kibeparaku Ha KpuTH4IHY IHPpPACTPYKTYpy, IHPOPMAIIIHI CHCTEMHU
JIepKaBHUX OPraHiB Ta IPUBATHOTO CEKTOPY CTAHOBJIATH PEAJIbHY 3arpo3y He JIMIIE JUIsl EKOHOMIUHOL
CTabUIBHOCTI, aje i sl CyBEpEeHITeTy Ta TEPUTOPIATbHOT LIJTICHOCTI IepKaBH.

3akoHonaBua 6a3za Ykpainu y cdepi kibepoOesneku GhopMmyBasiacs MOETAHO, BIAMOBIIAI0YH
Ha HOB1 BUKJIMKH Ta 3arpo3u B Kibeprnpoctopi. Oco0nMBO iIHTEHCUBHUM Iieil nporiec cTas micis 2014
pPOKy, Konu YKpaiHa 3iTKHylacs 3 Oe3mpeleleHTHUMH 3a MacmTaboMm KiOepatakamu Ha 00'€KTH
KpUTHYHOI 1HGpacTpykTypH. HuH1 npaBoBe peryntoBaHHs KibepOe3neku B YKpaiHi IPyHTYETbCS Ha
CHCTEMi B3a€MOTIOB'SI3aHUX HOPMATHBHO-TIPABOBHX aKTiB, SKi BU3HA4YalOTh 0Aa30Bi MPHUHIMIIH,
MEXaHI3MH Ta IHCTUTYLIHHY CTPYKTYpy 3a0e3nedyeHHs O0e3neku B KibepnpocTopi.

CTyneHTH NMOBHHHI O3HAHOMHUTHCS 3 KIIIOYOBUMH 3aKOHOJABYMMHU AKTAMH, CTPATETIYHUMU
JOKyMeHTaMu y cdepi kiGepOe3meku, MpoaHaTi3yBaTH iX B3a€EMO3B'SI30K Ta €(PEKTUBHICTh
npakTiyHoi peanizauii. OcoOnuBy yBary moTrpiOHO NPUAUIMTH HampsiMaM Ta 3acajaM JepXKaBHOI
HOJITUKH y cepax HAIlOHAIBHOT Oe3MeKH Ta KibepOe3mneKH.

IHlumanns 0o 062060pennsn:

1. CyuacHuii cTaH HOpMaTHBHO-TIPABOBOTO 3a0€3MeUeHHS KiOepOe3neKH.

2. 3akon Ykpainu «IIpo HaiioHanpHy 0e3neKy YKpaiHuwy.

3. Crpareris HalioHANIBbHOI O€e3MeKn Y KpaiHH.

4. 3akoH Ykpainu «IIpo ocHOBHI 3acaau 3a0e3neueHHs Kibepoesneku YKpaiHmy.
5. Ctpareris kibepOe3neku YKpaiHu.

3asoanns ona camocmiinoi pooomu:


https://zakon.rada.gov.ua/laws/show/994_575#Text
https://doi.org/10.24144/2788-6018.2024.05.73
https://doi.org/10.32782/2524-0374/2022-8/70
https://doi.org/10.31866/2616-7654.10.2022.269495
https://zakon.rada.gov.ua/laws/show/685/2021#n14

[TpoananizyiiTe Ta NOPiBHSANTE OCHOBHI HOPMAaTUBHO-TIPABOB1 aKTU YKpaiHH, SIKi PETyIIOI0Th
nuTaHHs iHGOpMaIliitHoi 6e3neku, kibepOesneku Ta kibep3axucty (Hanpukiia, 3akoH Ykpainu "[Ipo
OCHOBHI 3acaau 3a0e3neueHHs KibepOesnekn Ykpainu", 3akoH Ykpainu "IIpo 3axucT nepcoHarbHuX
JaHux'", a TAaKOXK MDKHAPOJIHI TJOKYMEHTH, SKIIIO €).

Iumanns ona camokonmpointo:

1. Axi 3axoH00a6ui ma KoHyenmyanvhi akmu 6xoosims 0o Ilepeniky 0oxymenmis, uo
pe2ynioms numanis Kioepoesnexu Yxpainu?

2. Axi cmanoapmu 6éxo0smov 0o Ilepeniky Ookymenmis, wjo pecynioioms NUMAHHS
Kibepbe3nexu Yxpainu?

3. Axi eanyzeei HopmamugHi akmu 6x00ambe 00 llepenixy 0oxymenmis, wo pezynons
numawuHs Kibepbesnexu Yxpainu?

4. Aki npunyunu Oeporcanoi noaimuku y cgepax nayionanibHoi besneku ma o0OOpOHU
cpopmynvosani y 3axoni Yrpainu «lIpo nayionaneny 6esnexy Yrpainuy?

5. Haseoimv ocHnosui npumyunu nianysamns y cghepax HayioHanvHoi Oe3neku ma
060ponu 8i0n08iOH0 00 3axkony Ykpainu «IIpo nayionaneny besnexy Yxpainuy.

6. Axi ocHoeHi nonodcenns 3axony Vrpainu «llpo nayionanvny oOesnexy Yrpainuy
cmocyrmscs Kibepbesneku?

7. Konu 3ameepooicena nosa Cmpamezis nayionanvnoi desnexu Ykpainu nio Hazeoro
«be3zneka 1100unu — be3nexa Kpainuy ma wo 60Ha U3HAYAE?

8. Axi cmpameeiyni nanpsamu 3abe3nevenns Kibepbdesnexu nepedbavac Cmpamezis
HayioHanbHoi be3neku Yxpainu?

9. Axi npiopumemu Hayionanvhux inmepecie eusnauae Cmpamezii HAYIOHATLHOL

besnexu Ykpainu 2020 poxy?

10.  Axi npunyunu ma mexauizmu 3axucmy Kibepnpocmopy eusnaueri 3akonom Yxpainu
«IIpo ocnosni 3acadu 3abe3nevenns Kibepbesnexu Yrpainuy?

11.  Axi ookymenmu cmano8iamos npagogy ocHosy 3abesneuenns xibepbesnexku Ykpainu
3a 3axonom Yxpainu «IIpo ocnosni 3acadu 3abesneuenns Kibepoesnexu Ykpainu»?

12.  Axi ocnoeni 3a60anns ma 3axo0u nepeobavac Cmpameeis kibepbesnexu Yxpainu 6i0
2021 poxky?

13.  Xmo € ocHosHumu cy6’ekmamu HAYiOHANbHOI cucmemu Kibepbesneku, wo
besnocepednvo 30iticHiooms peanizayito Cmpameeii kibepoesnexku Yxpainu 6io 2021 poky?

14.  Hxi 3aeposu kibepbesneyi susnaveno 6 Cmpamecii kibepoesnexu Yxpainu gio 2021
pOKy?

15.  Axi nepcnexmusu ma uKkiuku cmosims neped Yxpainow y cgepi kibepbesnexu?
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1. Koncrurynis Ykpainu : npuiinsara Ha 1w'sriii cecii Bepxosnoi Pagu Ykpainu 28 uepsHs
1996 p. Kuis : [Ipeca Ykpainu, 1997. 80 c.

2. 3akon Ykpainu “IIpo HamioHansHy Oesneky Ykpainu”, Bix 21 depBas 2018 poky Ne
2469-VIII // BimomocTi BepxoBHoi Pagu. 2018. Ne 31. Cr. 241.
3. 3akon Ykpainum “IIpo ocHOBHI 3acamm 3abe3nedeHHs KiOepOesmekw YKpainu”,

npuitasaTuii 5 sxoBTHA 2017 poxy Ne 2163-VIII // Binomocti BepxoBuoi Pagu. 2017. Ne 45. Cr. 403.

4, VYka3 [Ipesunenta Ykpainu Bin 14 BepecHs 2020 poky Ne392/2020 “Ilpo Crparerito
HamioHanbHOi  Oesmeku  Ykpaimm”  //  [EnextponHuit  pecypc]. Pexum  mocrymy:
https://www.president.gov.ua/documents/3922020-35037 .

5. Va3 Ilpesunenta Ykpainu Bix 14 tpaBus 2021 poky Ne Ne447/2021 “IIpo Ctpaterito

KibepOesnexu VYkpainu” /1 [EnextpoHHM pecypc]. Pexxum JOCTYIY:
https://www.president.gov.ua/documents/4472021-40013 .
6. Kongenmis npo kibep3nounHHICTh: 3akoH Ykpainu Big 07.09.2005. // [EnekrpoHHuUi

pecypc]. Pexxum noctyny: https://zakon.rada.gov.ua/laws/show/994 575#Text



https://www.president.gov.ua/documents/3922020-35037
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TEMA 3: «BUKJIUKH TA 3ATPO3H HAIIIOHAJIBHIN BE3IEII YKPATHU Y COEPI
KIBEPBE3IIEKW» (2 roa.)

CyuacHuil cBIT nepani Ounblue 3aleXWTh BiJ 1HQOPMAIIMHMX TEXHOJOTIH, 10 pOOUTH
nuTaHHs KibepOe3nekn HaA3BHUAHO aKTyalbHUM. YKpaiHa, K 1 6arato iHIMX KpaiH, CTHKAETHCS 3
YHCJICHHUMH BUKIUKaMH y cdepl 3aXHUCTy HalllOHAJIBHUX 1HTEpECiB B 1H(OpMAIIHHOMY MPOCTOPI.
[TocriiiHe 3pocTaHHs KIABKOCTI Kibeparak, pO3BHTOK KOMII IOTEPHOI 3J0YMHHOCTI Ta 3pOCTaya
3arpos3a KibepTepopu3My BUMAararoTh CHCTEMHOTO aHAi3y Ta BUPOOJICHHS €)EeKTUBHUX MEXaHi3MiB
IPOTHU/III.

Tema mnpucBsiueHa OCHOBHMM 3arpo3aM HaIllOHAIbHMM iHTepecaM YKpaiHM y cdepax
iHopmariitnoi Oe3nekn Ta KibepOesmeku. [Ipu miAroTOBII A0 CEMIHAPCHKOTO 3aHATTS 3100yBayi
IOBHHHI MTPOaHali3yBaTH I100aJIbHI Ta HallOHAJIbHI BUKIMKHU B 1H(pOpMaIiiiHiil cepi, BUZBHAYUTU
KJIFOYOBI1 MOHSTTS Ta BUIM 3arpo3 y kidepmpoctopi. OkpeMy yBary ciiJi OpUIUTHTHA JOCTIIKEHHIO
00’€KTiB, MO MOTPeOyIOTh OCOOJIMBOTO 3aXHCTY, 30KpeMa 00 €KTiB KpUTHYHOI iH(opmariiHoi
IHQPACTPYKTYypH Ta AepKaBHUX 1H(HOPMALIIHHUX pPeCypcCiB.

Ilpu omnpauroBaHHI HUTAHHSA KIOEP3JIOUMHHOCTI SIK CEpHO3HOI 3arpo3d Cy4acHOMY
CYCHUJIBCTBY MOTP1IOHO MTpOaHasi3yBaTh OCHOBHI MOHATTS Ta O3HAKU KOMIT FOTEPHOI 3JI0YMHHOCTI, 1110
BIJIPI3HAIOTH KiOEP3JIOUMHY BiJl TpaJULiHHUX (OPM MPOTHIIPABHOI AiSUTBHOCTI, PO3TIISIHYTH BHJIOBY
XapaKTEPUCTUKY KiOEp3JIIOYMHHOCTI Ta ii CTpykTypy. IIpoTsrom ocraHHIX pOKIB Hamra KpaiHa
HEOJTHOPA30BO CTaBaja OO0'€KTOM MAacIITa0HMX Kibeparak, CIpsSMOBAaHUX Ha JecTaliii3allio
CYCHUIBHO-TIONITUYHOI CUTYyallii, MOPYIIEHHS POOOTH JEp)KaBHUX YCTAaHOB Ta O0'€KTIB KPUTHYHOI
iHppacTpykTypu. OOroBOpeHHs LMX MUTaHb JO03BOJIUTh Kpalle 3pO3yMITH MEXaHi3MH 3aXHCTy
iHpOpMaIIITHOTO MPOCTOPY, a TaKoXX BHPOOWTH e(EeKTUBHI cTpaterii MpOTUIli CydacHUM
Kibep3arposam.

IHumanns 0o 062060penns:

I yacTuna

1. AKTyaJibHi 3arpo3u HaiOHAJTBLHUM iHTepecaM Ykpainu y cdepi kidepoOe3nexn.
1.1. 'moGanbHi BUKJIMKY Ta 3arpo3u iH(opMalliiiHii 6e3mneri.

1.2. HarjionanpHi BUKIIMKY Ta 3arpo3u iHPopMaIliiiHii 6e3merri.

2. IloHATTS Ta BUAM 3arpo3 Oe3nelli gep:kaBu y Kidepnpocropi.

2.1. Buknuku uia Ykpainu y cdepi kibepOe3nexH.

2.2. 3arpo3u kibepOe3meri YKpaiHu: MOHSATTS Ta BUIH.

2.3. UuHHUKHY Ta nepeayMoBu GopMyBaHHS 3arpo3 Kidepoesmneri.

3. OcHOBHi 00’€kTH Ki0ep3axucTy YKpaiHu.

3.1. O6’exTu KpUTU4HOT IHPPaACTPYKTYypH.

3.2. O6’exTu KpuTUYHOT 1HPOPMAIIIITHOT IHPACTPYKTYPH.

3.3. JlepxaBHi iH(opMalliiiHi pecypcH sk 0COOIMBUI 00'€KT KiOEp3axHCTy.

IT yvacTuna

1. Komm’toTepHa 37109MHHICTD (KIOEP3TOUMHHICT): TTOHATTS, 03HAKH Ta TEHACHIIIT PO3BUTKY.
2. JlerepMiHaHTU KiOEP3IOYMHHOCTI.

3. BunoBa xapakTepucTrka Kibep3I04MHHOCTI Ta ii CTPYKTypa.

4. Micue KiOep3JIOYMHHOCTI Y CTPYKTYP1 CUCTEMH 3JTOYMHHOCTI, ii TOKa3HUKH.

5. CnocoOu 311iiCHEHHS KOMIT IOTEPHUX 3JI0YMHIB Y KibeprnpocTopi.

3aeoanns 013 camocmiiHoi pooomu:

3niicHITE aHai3 Cy4yacHHUX KiOep3arpos, SKi MOXYTb CTaHOBUTH HeOE3NeKy s
HaliOHaNbHOI Oe3mekn YKpaiHu. Po3risHpTe OCHOBHI THMH Kibep3arpos (kiOepaTaku, IIKiJINBE
nporpamMte 3abe3neueHHs, (PIMIMHT, 1HCAAepChKI 3arpo3n) 1 BU3HAUTE IXHIN BIJIUB Ha CTpATEriuHi
chepu (eHepreTuka, TeIeKOMYHikallii, GiHaHCOBUI CEKTOD).

[IpoanamizyiiTe peasbHUil abO0 TIMOTETMYHUN KiOEPIHIIMACHT, IO cTaBca B YKpaiHi
(Hanpukian, xibeparaka Ha €HEpPreTHUHYy iH(PAcTPYKTypy 4M nepxaBHi opranu). OmiHITE HoOro
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BIUIMB Ha HalllOHAIbHY Oe3neky YKpaiHM Ta MOXJIHMBI IOPUIMYHI HACHIJKU Ui JIEpXKaBH Ta
oprasizailiid, siKi TOCTpaXXIaJIH.

OmiHiTh TpaBOBI acnekTH Kidep3axucTy iHOPACTPYKTYpH KPHUTHYHOTO 3HAYCHHS
(enepreTuka, BOAONOCTauYaHHs, TPAHCIIOPT), SIKA € BaXKIMBOIO JUIA HAllIOHAJILHOI Oe3neku Y KpaiHu.
Po3rnsHpTe TMHTaHHS 3a0e3MeYeHHs il 3aXMCTy Bijx KiOep3arpo3, BIAMOBITAITBHOCTI JEpKaBH Ta
NPUBATHUX KOMIaHIH.

Humannsa ona camokonmponio:

1. AKi 0CHOBHI npUYUHU 3pOCMAHHA 3a2p03 8 IHhopmayitunii chepi na menepiwHit yac?

2. IIpoananizyiime enodanvui UKIUKU ma 3az2po3u iHgopmayiunii b6esneyi Ykpainu,
susnaueni Cmpamecieto inghopmayitinoi besnexu Yxpainu 6io 2021 p.

3. Posxkputime nayionanvui euxiuxu ma 3azpos3u iHgopmayiiuniu Oesneyi Ykpainu,
suznaueni Cmpamezieio ingpopmayitinoi 6esnexu Yrpainu 6io 2021 p..

4. Ha3zsimb npuuunu 6uHUKHEHHS HOBUX PUSUKIB | 3a2p03 Y Kibepnpocmopi.

5. Ilpoananizytime ocnogui euxkiuxu 0as Yxpainu y cghepi xibepbesnexu, 6usHaueHi
Cmpameciero kioepoesnexu Ykpainu 6io 2021 p.

6. Poskputime ocnoeni 3acposu «kibepoesneyi Ykpainu, eusnaueni Cmpamezi€to

Kibepoesnexu Ykpainu io 2021 p.

7. Axi nepedymosu ma yunHuxku ghopmyroms 3acposu Kibepoepbesneyi Yxpainu, eusHayeHi
Cmpameczieio kibepbesnexu Yrpainu 6io 2021 p.?

8. Haszeimwv ocnosni 06 exmu kibepbesneku, susnaveni 3axonom Ykpainu «Ilpo ocnoshi
3acaou 3abe3neuenns Kibepoesnexu Ykpainuy 6io 2017 p.

9. Hassimb ocnosni 06’ckmu kibepzaxucmy, eusnadeni 3akonom «IlIpo ocnosni 3acaou
3abe3neyenns kivepoesnexu Yrpainuy 6io 2017 p.

10.  3a saxum npasosum  OOKYMEHMOM  GIOHOCAMbCA 00’ckmu 00 KpUMUUHOT
iHppacmpykmypu — ma  30ilicHioembcs  gopmyeannss  Peecmpy — 00’ekmis  kKpumuyHOi
iHghpacmpykmypu?

11. Haszsimv kpumepii, 3a skumu 6ionocamscs 06’ ekmu 0o Kpumuunoi inghpacmpyxmypu
8i0nosioHo 0o 3axony Yrpainu "lIpo incppacmpyxmypy” 6io 2021 p.

12.  Iosacnims, aki 06 ’ekmu KpumuyHoi iHghpacmpykmypu npomsazom poKy nioaseaioms
8i0YYHCEHHIO 8ION0BIOHO 00 3akony Vkpainu «Ilpo kpumuuny ingppacmpyxkmypy” 6io 2021 p.

13.  Hxi 06’exmu sionocamuvcs 00 06’ ekmie KpumuyHoi iHghpacmpykmypu 8ionogioHo 0o
3axony Yrpainu «Ilpo kpumuuny inghpacmpyxmypy” 6io 2021 p.

14.  IloscHimb nopsoox npogedeHHs He3ANeNHCHO20 ayoumy ingopmayiinoi be3neku Ha
00'exkmax kpumuyHoi inghpacmpykmypu.

15. Ha koco noxknadaemvcsi 8i0n0GioanbHicms 3a  3a0e3neuenHs  Kibep3axucmy
KOMYHIKQYIUHUX | MEXHOJI02IYHUX cucmem 00 '€Kkmie Kpumuuroi inghpacmpykmypu?

16. Konu ma xum 6yno enepuwe cghopmynvosano nowsmms “comn iomepra 3104UHHICMb
ma AKum 06y10 1020 U3HAYEeHHA?

17. Y womy pisnamuvcs posyminnsa komn’romepro2o 3104Uny 84eHux 8imuusHAHOL HayKu?

18.  Matime eusnayeHHs NOHAMMIO KOMN FOMepHUll 3104UH 8ionogiono 0o Kpuminaierozo
Kooexcy Vkpainu.

19. 3 akum mepminoM OMOMONCHIOIOMb MEPMIH «KOMN IOMepHULl 3104UH» 8 YKpaini ma
sAKe Bu3HaueHHs tioco oac 3axkon Yxpainu «IIpo ocmoeni sacadu 3abesneuenHs KibepOesnexu
Ykpainu» 6io 2017p.?

20.  Hazimb O0CHOBHI Hanpamku OiANbHOCMI 0epiHcasu wooo 3abe3neyenHs il
iHhopmayiiinux inmepecis i besneku 6 KibepHemuuniti ma iH@opmayinit chepax, saKi GUHAYEHI )
Cmpamezii nayionanvnoi 6eznexu Yxpainu 2020 p.

21. Ilepeniuimb 0CHOBHI OemepMiHaHmu KiDep3104UHHOCHI.
22. Hxe micye 3atimae Kibep3104uHHicme y CMpYKmypi cucmemu 3104UHHOCMI?

Cnucoxk pekomenooeanoi nimepamypu:

1. 3akon Ykpainu «IIpo HamionansHy Oe3neky Ykpainm» // Bimomocti BepxoBHoi Pagu
(BBP). 2018. Ne31. Cr. 241.



2. Va3 Ilpesunenta Ykpainu Bin 14 Bepecus 2020 poky Ne329/2020 «IIpo Crpaterito
HalloHanbHOI  Oe3meku  Ykpainum»  //  [Enextponnuit  pecypc]. Pexum  pocrymy:
https://www.president.gov.ua.

3. Va3 Ilpesunenta Ykpainu Big 14 tpaBus 2021 poxy Ne447/2021 «Ilpo Crparerito
KibepOesnexn VYkpainu» /1 [EnekTponHuMit pecypc]. Pexum JOCTYIIY:
https://www.president.gov.ua/documents/4472021-40013.

4. Va3 Ilpesunenra Ykpainu Bin 28 rpynas 2021 poky Ne685/2021 «Ilpo crparerito

iHpopMmariitHoi Oe3meKn» // [Enextponnuit pecypc]. Pexxum JIOCTYTY:
https://www.president.gov.ua/documents/6852021-41069.
5. 3akon VYkpainu «IIpo ocHOBHI 3acaau 3abesnedeHHs KibepOesneku YKpaiHW».

3arBepkenuit Ykazom IIpesunenta Ykpainu Big 5 sxoBTHS 2017 poky Ne 2163-VIII // Binomocti
BepxoBnoi Panu (BBP). 2017. Ne 45. Ct. 403.

6. 3akon Ykpainu «IIpo kputuuny indpactpyktypy» Bia 16 mucromaga 2021 poky Ne
1882-IX. // [Enextponnuii pecypc]. Pexxum mocrymy: https://zakon.rada.gov.ua/laws/show/1882-
20#Text.

7.Vxa3 Ilpesunenta Ykpainm «[Ipo Konmeniiro 3a0e3nedeHHs HAIlOHAIBHOI CHCTEMHU
criiikocti» Big 27 BepecHs 2021 poky Ne479/2021. // [Enexrponnmii pecypc]. Pexxum nocrtymy:
https://zakon.rada.gov.ua/laws/show/n0065525-21#Text.

8.3akon VYxkpainm Bim 16.12.2020 Ne 1089-IX «IIpo enexTpoHHi KOMyHIKamii» //
[EnextponHuii pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/1089-20#n2246.

9.3akon Ykpainu Bix 22 TpaBHs 2003 poky Ne 851-IV «Ilpo eneKTpoHHI JOKYMEHTH Ta
€IeKTPOHHUI JIOKyMEHTOO0IT» /l [EnexTponnmit pecypc] Pexum JIOCTYIIY:
https://zakon.rada.gov.ua/laws/show/851-15#Text .

10.  3akon Ykpainu Big 21 ciunsg 1994 poxy Ne 3855-XII «IIpo aep:kaBHY TaeMHHIIIO» //
[Enextponnuii pecypc]. Pexxum gocrymy: https://zakon.rada.gov.ua/laws/show/3855-12#Text.

11.  IlocranoBa KM Vkpainu «/lesiki nuTanHsa 00’ €KTiB KPUTHUHOI iIHOPACTPYKTYPH» Bia
09.10.2020 No 1109. // [EnexTporHMIA pecypc]. Pexum JOCTYTIY:
https://zakon.rada.gov.ua/laws/show/1109-2020-%D0%BF#Text.

12.  TopOynin B. I, Kaunncekuii A. b. 3acaau HaioHapHOT Oe3neKH YKpaiHu: TiAPYYHHK
JUIS CTYJ. BUIIUX HaBY. 3aKiI. / [HCTUTYT mpobnem HanioHanbHO1 Oesneku. Kuis: [HTeprexHonoris,
2009. 270 c.

13.  Bypsuox B.JI. Indopmarriiina Ta kibepOe3neka: COIIOTEXHIYHUA aclIeKT MiAPYIHHUK /
[B. JI. Bypstuok, b. Tomybko, B. O. Xopomko, C. B. Tomona]; 3a 3ar. pea. a-pa TeXH. Hayk,
npodecopa b. Tomy6ka. Kuis : IVT, 2015. 288 c.

14.  IIportunmis kiOEp3IOYMHHOCTI B YKpaiHi: MpaBOBI Ta opraHi3alliiiHi 3acajad: HaBY.
noci6. / [koxa. aBTopis: O. €. Kopucrin, B. M. byty3os, B. B. Bacunesuu Ta i1.; 3a 3ar. pexn. B. B.
Kosanenka]. Kuis : Bun. gim “Ckid”, 2012. 728 c.

15.  Hwxnuk H.P., Curaux TI.Il., bimoyc B.T. Hamionansna O0e3neka Yxkpainu
(MeToMoNoriuHl acmeKTH, CTaH 1 TeHJEeHIlT po3BUTKY): HaBu. moci0. 1is BUIIMX HaBY. 3aKIafiB /
VYkpainceka Akazaemis aepix. ynpasiinas npu [IpesunentoBi Ykpainu; Akaaemist 1epxk. MoJAaTKOBOT
cyx6m Ykpainu. Kuis : [Ipeca Ykpainu, 2000. 304 c.

16. HaykoBo-npaktinunnii komeHtap Pozminy XVI KK VYkpainm “3nmounau y cdepi
BUKOPHUCTAHHS €JIEKTPOHHO-O0UHCITIOBAILHUX MAIIMH (KOMII IOTEpiB), CHCTEM Ta KOMII IOTEPHUX
MEpeX 1 Mepex eneKTpo3B’si3ky” (crarti 362 - 363, BucHOBKH, cioBHHK) / [O.0. Knumuyk, P.B.
Makyxa, [I.C. Menpnuk; 3a 3ar. pea. O.0. Knumuyka]. Kuis : I[leHTp HaB4.-HayK. Ta HAayK.-IIPAKT.
HA CbY, 2014. 88 c.

17. HayxoBo-npaktnunuii komeHTap 3akoHy Ykpainu “IIpo ocHOBHI 3acamau
3abe3neueHHs kidbepoe3neku Ykpainu™; cranoM Ha 01.01.2019 poky / M.B. I'ynantok ta iH.; 3a pe.
M.B. I'peGenroka. Kuis: HamionanbHa akagemist npokyparypu Ykpainu, 2019. 220 c.

18.  Menpuuk [I. C. Komn’roTepHi 3/104MHM: HpoOJieMH BUIUIEHHS Ta KBajidikamii.
Mixcnapoonuii naykosuil sicypran «Ilumepnaykar. Kuis, 2021, Bum. 4 (104), C. 59-62. URL:
https//doi.org/10.25313/2520-2057-2021-4-7055.

19. Menpauk JI. C. 3axucT HaMIOHAIBHOI KPUTHUYHOI iH(MOpMAIIHHOT 1HOPACTPYKTYpH:
aKTyaJbHI TPOOJIEMH Ta WUISXW BHPIMIEHHS. «AOMinicmpamuene npaso i npoyecy: HAYKOBO-
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npaktHunuiil xKypHaain. Kuis, 2022. Ne3(38)/2022. C. 5-16.

20. ba6anin C. B. Kibep3nouunHnicts. Bicnux Acoyiayii Kpuminaivho2o npaeéa Ykpainu.
2016.T. 1, Ne 5. C. 468—470. URL: http://vakp.nlu.edu.ua/article/view/173523

21. Pyceupkuii A. A., KymnonabGcekuit [l. A. Teoperuko-npaBoBuii aHami3 MOHATH
«kibep3nounH» 1 «KiOep3nouuHHICTEY. [Ipaso i Oesnexa. 2017. Ne 1 (64). C. 74-78. URL:
file:///C:/Users/Admin/Downloads/Pib_2017 1 15.pdf

22. BacunbkoBcbkuid I. 1. TIOHATTS «KiOEp3MOUMHHICTEY Ta «KIOEP3IOUYMHU»:CTAaH Ta
CIIBBITHOMICHHS. MidicHapoOHuil IOpUOUYHULL BICHUK: AKMYAIbHI npodiemMu cyyachocmi (meopis ma
npaxkmuka). 2018. Bum. 1-2 (10-11). C. 276-282.

23.  OprasizanifHo-NpaBoBi Ta TAKTUYH1 OCHOBHU MPOTHIIT 3I0YMHHOCTI y Cepi BUCOKUX
iH(pOopMaLiitHuX TeXHOJIOTIH : HaBy. nocil. / [ByTy3oB B. M., 'aBnoBcbkuii B. /1., Ckanosy6 JI. I1. Ta
iH.; 3a pen. €. 1. Ckynuma]. Kuis, 2011. 404 c.

24.  3nouuHU y cpepi BUKOPUCTAHHS KOMIT IOTEPHOI TEXHIKU: HaBY. 11oci0. / KapueBchkuii
B. M. Kuis, 2010. 168 c.

TEMA 4: «<KIBEPTEPOPU3M Y CYUYACHOMY CBITI: HOHATTS, BUJIA TA
IIJISIXA MTPOTHITI»

VY XXI cTomiTTi KibepnpocTip CTaB HEBII'€MHOI YaCTHHOIO KUTTS CYCIIIbCTBA, ACPIKABHOTO
yhnpaBiiHHS Ta (YHKIIOHYBaHHS KPUTUYHOI iHQpacTpyktypu. OJHaK pa3oM 13 pPO3BUTKOM
iH(pOpMALITHUX TEXHOJIOTIH 3'IBUIIKCS HOB1 (DOPMU MTPOTHUIIPABHOI TiSUTBHOCTI, CEPE]] IKHX 0COOINBE
Miciie mocigae kideprepopusM. Kibeparakum Ha 00'€ekTH KpUTHYHOI 1HOPACTPYKTYpH, (iHAHCOBI
YCTaHOBH, Aep:kaBHi iH(OpMaliliHI CUCTEMH MOXYTh MPHU3BECTH A0 KaTacTpo(iuHUX HACIIIKIB,
HPUPIBHAHUX JI0 HACTIAKIB Bil BYNHEHHS TEPOPUZMY.

[Ipy migroToBHi 10 CEMIHAPCHKOTO 3aHSTTS HEOOXIAHO PO3IJISHYTH KIIIOYOBI AaCMeKTH
KibepTepopu3My, MOYMHAIOYM Bif ICTOpii HOr0 BHHUKHEHHS 1O Cy4aCHUX MEXaHI3MIB MPOTHIi,
HPOCTEXHUTU EBOJIIOIII0 KOMIT IOTEPHOTO TEPOPU3MY BiJ MEPUIMX XaKEPCHKUX aTak JI0 HOBITHIX
BHCOKOOPTAHI30BaHMUX OIepaliid, Mo 3IIICHIOIOTHCS TEPOPUCTHUYHUMH OpTaHI3alliiMH Ta HaBiTh
OKpEMHMHU JAEpKaBaMH.

OcobnuBy yBary ciij NPUAUITMTH MOHATIHHOMY amapaTy, a caMme: 3HaTd 3MICT HOHSTh
«kibeprepopuszmy», «kidbeparakay, «Ki0ep-TepOPUCTUYHHIMI aKT» TOW[O. 3HATH BUAU KibepTepopu3my
Ta HOro CHIBBIIHOWIEHHS 3 TEPOPU3MOM. PO3IIsHYTH IOpPUIMYHUI CKJIaJ JQHOTO 3JI0YUHY, L0
JIO3BOJIUTH 3pPO3YMITH, AKi caMme il MiANaaaoTh MiJ IpaBOBE BU3HAUEHHS KiOepTepopu3My Ta fKi
€NeMEHTH TOBUHHI OyTH HasBHUMH JUId KBamiikamii IisHHS SIK KiOepTepOPUCTHYHOTO aKTy.
HeoOximHo mnpoaHamizyBaTu MIDKHApOIHO-TIPABOBHM JOCBIA MPOTHAIT KiOepTepopusMy, M0
JI03BOJIUTh C(OPMYBAaTH KOMIUIEKCHE YSBJICHHS PO IUISIXM 3amoOiraHHs KiGepTepopuCTHYHHM
3arpo3aM y MailOyTHbOMY.

Ilumannsa 0o o6z08opennsn:

1. ®enomen «kibepTepopu3My» Ta iCTOpis HOro BUHUKHEHHS.

2. Kibeprepopusm: MOHATTS Ta O3HAKU.

3. OcHOBHI (hopmu KibepTepopusMy.

4. CriiBB1THOIIEHHS MOHSTH «KiOEPTEPOPHU3M» Ta «TEPOPHU3M» (CIIUIbHE Ta BIAMIHHE).
5. FOpunnunmii ckinaa kibeprepopusmy.

6. Mi>kHApOTHO-TIPABOBHI1 IOCBIJ 3aO0IraHHs Ta MPOTHUIIT KibepTepOpU3MY.

3asoanns ona camocmiinoi pooomu:

3MilCHITh aHaNI3 TOHATTSA KiOepTepopu3My B KOHTEKCTI CydyacHOI TpaBOBOI Teopii Ta
NpPaKkTUKU. SIK 1€ MOHATTSA BU3HAYAETHCA B MDKHAPOJHOMY IPaBi 1 HAI[lOHAIBHOMY 3aKOHO/ABCTBI
VYkpainu? Po3risiHbTe OCHOBHI XapaKTePUCTUKH KiOEpTEpOpPH3MY.

JocmimxeHHs: BUAIB KiOepTepopu3My Ta iX BIUIMB Ha JAEpKaBHY Oe3neky. Po3risHpTe Taki
dopmu kiGeprepopusmy, ik KibepaTraku Ha 1HQPACTPYKTYypy KPUTHUHOTO 3HAYEHHS, MOIIMPEHHS
npornaranu Ta aezingopmariii uepes [arepHer, KibepHanau Ha Aep)KaBHI OPraHu BIIAIH.
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JocnipkeHHsT MDKHApOJHHX 3yCHIIb Yy OopoThOi 3 KibepTepopu3MoM, 30Kpema depes
Opranizamnito O6'eqnanux Hamiit (OOH), €Bpomneiichkuii Coro3 Ta 1HII MbKHApOIHI opraHizamii. Sk
MDKHApOJIHI TPaBOBI MEXaHI3MHU MOXKYTh OYTH BUKOPHUCTaHI JUIsl TPOTUIIT KibepTepopusmy?

[IpoananizyiiTe HaIlilOHAJTbHE 3aKOHOIABCTBO YKpaiHU MI0J0 OOpOTHOU 3 KiOEpTEpOPH3MOM.
Sk Ykpaina pearye Ha KibepTepopHu3M Ha piBHI JIepKaBHUX OpPTraHiB, MPABO3aXUCHUX CTPYKTYp Ta
MDKHapoIHO1 cmiBmpani? SIKi KpOKHM MOXKHA 3pOOUTH ISl TIOCUIICHHS 3aKOHOJaBYOi Ta MPAKTHYHO1
60poTh0H 3 KibepTepopu3MoM?

IHumanns ona camokonmponro:

1. Konu enepuie 3'asuscs mepmin "kibepmepopusm'?

2. Axi icmopuuni nepedymosu GUHUKHEHHS Kibepmepopuzmy?

3. Ha3zsimo xntouosi emanu esonioyii kibepmepopusmy.

4. AK 6naunys po3sumox iHmepHem-mexHoio02ill Ha mpaucgopmayiio Kibepmepopuzmy?

5. Hatime eusnauenns nonamms "kibepmepopusm”.

6. AKi ocHO6HI 03HaKU Kibepmepopusmy 00380J510Mb BIOMENCYBAMU 11020 810 THUUX
61016 Kibep3104UHig?

7. Axi cyd'ekmueni ma 00'exkmusHi o3naxu Kibepmepopuzmy?

8. Y yomy nonseae cycninona nebesnexa kibepmepopusmy nopieHAHO 3 IHUWUMU BUOAMU
Kibep3nouuHHocmi?

9. Ilepeniuimos ocHogui popmu Kibepmepopusmy.

10. ki cninbni pucu maioms Kibepmepopusm i mpaouyitinuil mepopusm?

11. Haszsimv knrouosi 8iominnocmi midic Kibepmepopuzmom i mpaouyiiHum mepopuzmom.

12, Hxi enemenmu 6xo0samuv 00 06'ekmusHoi cmoponu Kibepmepopusmy?

13.  Jaume xapaxmepucmuxy cy6'ekmy Kibepmepopusmy.

14. Y yomy nonseae cyb'ekmusna cmopona kibepmepopuzmy?

15. AKI 0CHOBHI MIJCHAPOOHT HOPMAMUBHO-NPABOBI AKMU Pe2YNI0I0Mb NUMAHHS NPOMUOLL
Kibepmepopusmy?

16. Hazsimv  midicnhapooni  opeawnizayii,  wo  3aumaiomvcsi — 60pomvOOI0 3
Kibepmepopusmom.

17. AKi € nepcnekmusHi HanpsamMu MidCHaApPOOHO20 CRiBpOOIMHUYMBA y chepi bopomvou 3
Kibepmepopusmom?

Cnucoxk pekomenooeanoi nimepamypu:

l. 3akon VYkpainm «IIpo ocHOBHI 3acaam 3abesnedeHHs KibepOesneku YKpaiHm».
3arBepkennit Ykazom Ilpesunenta Ykpainu Big S sxoBTHS 2017 poky Ne 2163-VIII // Bimomocti
Bepxosnoi Pagu (BBP). 2017. Ne 45. Cr. 403.

2. 3akon Ykpainu «IIpo 6opots0y 3 Tepopusmom» Bix 20 Gepesnst 2003 poky Ne 638-1V. //
[EnexTponnuii pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/638-15#Text.

3. 3akoH Ykpainu «IIpo HamionanbHy Oe3neky Ykpainu» // Binomocti BepxoBHoi Pagu
(BBP). 2018. Ne31. Cr. 241.

4. Va3 IIpe3unenta Ykpainu Bia 14 BepecHs 2020 poxy Ne329/2020 «IIpo Crparerito
HallioHaNbHOI  Oe3meku  Ykpaimm»  //  [Enmektponnmii  pecypc]. Pexum  gocrymy:
https://www.president.gov.ua.

5. Va3 IIpesunenta Ykpainu Bin 14 tpaBus 2021 poky Ned47/2021 «IIpo Crparerito

KkibepOe3neku Ykpainu» /1 [EnexTponHuit pecypc]. Pexum JOCTYILY:
https://www.president.gov.ua/documents/4472021-40013.
6. HayxoBo-npaktnunuii komeHTap 3akoHy Ykpainu “IIpo ocHOBHI 3acamau

3abe3neueHHs kidbepoe3neku Ykpainu™; cranoM Ha 01.01.2019 poky / M.B. I'ynantok ta iH.; 3a pe.
M.B. I'peGenroka. Kuis: HamionanbHa akagemis npokyparypu Ykpainu, 2019. 220 c.

7. OpranizaniiiHo-IpaBoBi Ta TAKTUYHI OCHOBU MPOTU/IIT 3TIOUMHHOCTI Y chepl BUCOKUX
iHpOpMaIITHUX TEXHOJIOTIH : HaB4. 1oci0. / [byTy3oB B. M., I'aBnoBcekuii B. /1., Ckanosy6 JI. I1. ta
in.; 3a pen. €. J1. Ckynuma). Kuis, 2011. 404 c.

8. binan I. A. KiGeprepopusm: iHpopmamniliHo-1ipaBoBuil acniekT. [Hpopmartist i mpago.
2023. Ne 4(47) C. 64-71. DOI: https://doi.org/10.37750/2616-6798.2023.4(47).291584 Pexum
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nocryny: http://il.ippi.org.ua/article/view/291584

9. I'natiok C. KiGeprepopusm: icTOpisi pO3BUTKY, CydacH! TEHJAEHLI] Ta KOHTP3aXOdH.
besneka indopmarii. 2013. Ne 2. C. 118-129.

10.  KotmspoB B. Kibeprepopusm sik 3arpo3a MikHaponHii Oesmeri. HaykoBi mparri

MixperionanpHoi Akanemii ynpaBiiHHs rnepcoHaioM. [lomiTHyHI HayKu Ta IMyOJiYHEe YIpaBIiHHS.
2023. Bumyck 5 (71). C. 46-54.

11.  TasBa C. K., I'onoBko C. I'. CyuyacHuii kibepTepopusM SIK 3arpo3a HallioHaJIbHIiH
oesmeni. HarionanpHmii aBianianii yaiepcutet. 2023. Ct. 54-56.
12. 3inuenko O. [. €Bpormeiicbka perioHalibHa cHCTeMa TPOTUIII KiOepTepopusmy:

HOJNITHYHI, IHCTUTYWIHHI Ta TpaBoBl MexaHi3MU. BicHMK XapKiBCbKOrO HAI[lOHAIBHOTO
yuiBepcutety imeni B.H. Kapasina. Cepis «[Iutanns nomitosnorii». Bum. 39.2021. C. 118-122. URL:
https://periodicals.karazin.ua/politology/article/view/17813

13.  Pynwos I. CniBBinHOIIEHHS KibepTepopu3my Ta Kibepsnounny. FOpuauuHuil BiCHUK.
2021. Ne 3. C. 178-185. URL: https://dspace.onua.edu.ua/items/f7f84fc6-620d-4{9c-aebb-
dcd46b208485

14. Conway Maura. Cyberterrorism: the story so far. Journal of Information Warfare.
2003. Vol. 2. No. 2. P. 33-42.

15. Lee Jarvis, Stuart Macdonald. What Is Cyberterrorism? Findings From a Survey of
Researchers. Terrorism and Political Violence. 2015. Volume 27. Isuue 4. P. 657-678. URL:
https://sci-hub.se/10.1080/09546553.2013.847827

16. Stuart Macdonald, Lee Jarvis, Simon M. Lavis. Cyberterrorism Today? Findings
From a Follow-on Survey of Researchers. Studies in Conflict & Terrorism. 2019. Volume 5. Issue 8.
P. 727-752. URL.: https://sci-hub.se/10.1080/1057610X.2019.1696444

TEMA §: «OPFAHBAHIﬁHO-HPABOBI-.3ACAI[I/I 3ABE3IIEYEHHA
KIBEPBE3IIEKH YKPAIHW»

BuByeHHs qaHOT TeMH Mae Ha METi PO3KPUTTS KOHIENTYAJIbHUX 3aca]] Aep>KaBHOI MO TUKA
y coepi kibepOe3meku, aHaai3 OCHOBHUX NPHUHIMIIB Ta 3aBJaHb HAIIOHAJIBHOI CHCTEMH
KibepOe3neku, a TaKoXK O3HAHOMJICHHS 3 CYYaCHMMM MDKHApOJHUMM CTaHAApTaMu Oe3HeKH
iHpOpMAIITHEX CHCTEM.

[Tpu miATOTOBIN 10 CEMIHAPCHKOTO 3aHATTS HEOOX1HO MPOAHAII3yBaTH JIeP)KaBHY MOJITUKY
KibepOesneku, (YHKLUIOHYBaHHS  OpraHi3alifHO-TEXHIYHOI Mojemi  Kidep3axucry, Horo
OpraHi3aliifHO-Kepylouy Ta TeXHIUHY iHPPaCTPYKTYpH, PO3TISIHYTH CTPYKTYpY, (OYHKIIIi, 3aBIaHHS
Ta MPUHITUIIY HalllOHAJIBHOT cucTeMu Kibepoe3neku. OcoOauBy yBary Ciif IPUAUIATH MMAX0AaM 10
3abe3nedyeHHs Oe3neku iH(OpMaIiiHUX CHCTEM BIANOBITHO J0 MDKHApPOAHMX cTaHnaptiB ISO Ta
NUTAHHSAM IHTETpaIii YKpaiHu 0 Mi>XKHAPOIHO-TIPABOBOT'O PETYIIIOBAHHS KiIOEPIIPOCTOPY.

Ha croromni B Ykpaini ¢ynkiionye HamionaneHa cuctema kibepOesmeku, mo 00’ €IHye
Jiep KaBH1 OpraHy, IPUBATHUH CEKTOP 1 IPOMAJIChKi OpraHizaiiii, ki pa3oM NpaIoTh HaJ 3aXHUCTOM
iHpopmamiitnux pecypciB kpainu. HeoOximHo mpoaHamizyBaTtu HisuTbHICTH JlepkaBHOT ciyxOu
CHEIiaTbHOTO 3B'SI3KY Ta 3axucTy iHdopmaiii Ykpainu, HamioHaasHOrOo KOOPAUHAIIHOTO HEHTPY
ki6ep6esnexu npu PHBO, Kibepnomniuii, MinicrepctBa o6oponn Ykpainu ta ['eHepanbHOro mrady
3CY, HamionanmpHoro OaHky YKpaiHU sK AepKaBHUX CyO’€KTiB 3a0e3nedeHHs KiOepOesnmeku
Vkpainu. BaximBo AOCHiIUTH POJb PO3BIAYBAIBHMX OpraHiB y MNpoTuaii Kibepsarposawm,
3abe3neyeHH] KiOEpKOHTPPO3BIIKM Ta 3aXMCTI JAEpKaBHUX pecypciB Bia arak. Takox ciia
PO3TIIIHYTH, K MPHUBATHUH CEKTOp CIpHs€ MIABUIICHHIO KiOep3axucty YKpainu, siki ¢Gopmu
JIep’KaBHO-IIPUBATHOTO MAapTHEPCTBA ICHYIOTh Yy L cdepi.

IHumannsa 0o o6z206opennsn:

I yacruna:

1. Jlep>xaBHa moJiTHKa KibepOesneku YKpaiHu.

2. HamionanpHa cucreMa Kibepoes3nekn YKpaiHu.

2.1. ®yHKIii Ta 3aBIaHH HAIIIOHAJILHOT CUCTEMHU KiOepOe3meKu.
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2.2. llpuHIMNY HALIOHATBHOI CUCTEMHU KiOepOe3neKu.

3. CyuacHi 3axoau 3abe3neueHHsi Oe3neku 1H(OpMaLIHHUX CUCTEM Ha 0a3l MIKHAPOJHUX
cranmaprtis ISO.

4. Iarerpauist YKpainu 10 Mi>KHapOJIHO-IIPABOBOTO PETyJIIOBAaHHS KibeprnpocTopy.

Il yacTuna:

1. JlepxaBHi cy0’ exTu 3a0e3neueHHs kibepOesneku YKpaiHu.

1.1. lep>xaBHa cmy»x0a crienianbHOro 3B'sI3Ky Ta 3aXHCTy iHpopMamii YKpainu.
1.2. HamionanbHU# KOOpAMHALIMHUHN 1IeHTp KibepOesneku mpu PHBO.

1.3. HamtionaneHa nosminis Ykpainu (KiGepmomiris).

1.4. MinicrepctBo 06oponu Ykpainu Ta ['enepanbunii mrad 3CY.

1.5. HamionanbHuii 0aHK YKpaiHu.

2. Ponb po3BifyBaibHUX OpraHiB y 3a0e3neueHHi kibepOesneku YKpaiHu.

3. IlpuBatHuii cekTop sk cy0’eKT 3abe3nedeHHs Kibepoesneku YKpaiHu.

3aeoanns 0na camocmiinoi pooomu:

P03po0iTh OCHOBHI MOJIOKEHHS MOJITHKU KiOepOe3neku il JAep>KaBHUX OpraHiB YKpaiHu,
CHIpsSIMOBAHOI Ha 3a0e3MeYCHHs HaIiOHATbHOI Oe3reku. Bu3HauTe posib OpHCcTa B po3podii Ta
BIPOBAPKCHH1 TaKOT MOJIITHKH.

OuiHiTh poib MiKHapOAHUX opraHizamiil (Hampukinaa, €C, OOH, HATO) y 3a0e3nedenHi
KibepOesneknu Ykpainu. Ik MibKHapOAHI 3000B'13aHHS MOXKYTh CIIPHUSTH ITiIBULICHHIO HAIIOHATBHOT
Oe3neku B KiOeprpocTopi? Po3rissHbTE OpUAWYHI ACMEKTH CIIBIpami YKpaiHH 3 MIKHAPOJIHUMHU
oprasizanisiMu B 11iif cepi.

[IpoanamizyiiTe oOpraHizamiiiHy CTPYKTypy 3a0e3nedeHHs KibepOesnekn B YKpaiHi.
Po3rnsanbTe posb Jep>kaBHUX OpraHiB, TakuX sk JlepxaBHa ciry:k0a CreLialbHOTO 3B'SI3Ky Ta 3aXUCTY
iHdopmanii Ykpainu, HamionanpHuit KoopAMHALIHMMA EHTp KiGepOe3neKH, a TAKOXK 1HIIUX OpTraHiB
y cdepi 3a0e3nedeHHs Kibep3axucTy.

[IpoananizyiiTe MexaHI3MHU B3a€EMOJIIT JIep>KaBHUX OpraHiB 1 MPUBATHUX KOMHaHiN y cdepi
kibepOesneku. Sk opraHu Bjajgu KOOPAUHYIOTH CBOKO MISUIBHICTH 13 NMPUBATHUM CEKTOPOM JUIS
3abe3neyeHHs HalioHanbHOI KiOepOesneku? SIki NpaBOBI I1HCTPYMEHTH 3aCTOCOBYIOTHCSA IS
criBmpari?

ITlumanns ons camokoHmponio:

1. AKi 0cHOBHI Hanpsimu depaiicaghoi noaimuku Kibepoesnexku Ykpainu?

2. AKi HopmamusHo-npasosi akmu pezynoms Kibepoesnexy 6 Ykpaini?

3. Aki cmpameziuni 0oKymMenmu usHayaoms noNimuKy Kibepbesnexu Yxpainu?

4. AHx peanizyemuvcs 0epoicagna nonimuxa y chepi Kibepbesneku Ha pigHi 0epiicasHUx
op2aHis?

5. Y womy nonsearome 3a60annusn nayionanvnoi cucmemu xioepbesnexku Ykpainu?

6. AKi npuHyunu nNoKIAO0eHO 6 OCHO8Y (QYHKYIOHYBAHHA HAYIOHANLHOI cucmemu
KibepoOesnexku?

7. Y yomy nonseae npunyun koopounayii ma cnienpayi 6 cgpepi Kibepoesnexu?

8. Axi  midncnapooni  cmanoapmu  ISO  euxopucmosyromvcs 011 3a0e3neuents
KibepoOesnexku?

9. Axi nepesacu mace 3acmocysanns cmanoapmy ISO/IEC 27001 y cgpepi inpopmayitinoi
beznexu?

10.  AHx cmanoapmu ISO Oonomacaomv nionpuemMcmeam ma O0epiHCABHUM YCMAHOB8AM
saxuwamu ingpopmayivini cucmemu?

11.  Axi midcnapooui opeanizayii 3aumaiomscs pe2ynosantam Kibepnpocmopy?

12. Ak Ykpaina cnisnpayioe 3 HATO ma €C y cgepi kibepbesnexu?

13.  Axi yeoou ma 0ocosopu nionucana Yxkpaina y mexicax MidCHApoOH020 pe2ynto8aHHs
Kibepnpocmopy?

14. Y yomy nonsicae snauennsn Byoanewmcvkoi koneenyii ona Ykpainu?
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15.  Poskputime 3a2anvHy cmpykmypy cucmemu cyb'exmis 3abe3neuenns Kibepbesneku
Ykpainu.

16.  Axi noenosasicennss mae Jepocasna cuyxcoa cneyiaibHo2o 38'a3Ky ma 3aXUCmy
iHghopmayii’ Vrpainu y cgpepi kibepbesnexu?

17.  AHxy ponv eidiecpac CERT-UA 6 cucmemi 3abesneyenns KibepOesneku ma sK GiH
83aeM00i€ 3 IHwWUMU cyo'ekmamu?

18.  Axi3aedanns noxknadeni na Hayionanohutl koopounayitinuii yeump xibepoesnexu?

19. Axi ocnosHi 3a60anus ma nognogaxcenus [lenapmamenmy xioepnoniyii Hayionanvnoi
noniyii Yxpainu?

20. Oxapaxmepu3yiime OCHOGHI Hanpamu npomuodii Kibep3niouuHHoCmi, AKi 30IlUCHIOE
Kibepnoniyis.

21.  Hxi nosuosasdicenns mae Cuymxcoa Oesneku Ykpainu y ceepi 3abes3neyenHs
Kibepbe3nexu oepoicasu?

22.  Poskpuiime porv CBY y 3axucmi Oepacasnux inpopmayitinux pecypcie ma KpumuiHoi
iHhopmayitinoi inghpacmpykmypu.

23.  Hxi 3ae0auns nokiaoeno Ha Minicmepcmeo oboponu Ykpainu ma I enepanvrutl

wmab 3CY y cghepi kibepbesnexu?

24.  Hxi noenosaxcenns mac Hayionanvnuii 6anx Ykpainu sk cy6'ekm 3abe3neuenmus
KibepbOesnexu?

25.  Aki possioysanvhi opeanu Ykpainu 6epyms yuacms y 3a0e3neyenti Kibepoesnexu?

26.  Axi ocnosni ¢yukyii suxonye Cuyscoa 306niunboi possioku Yrpainu (C3P) y cgepi
KibepoOe3nexu?

27. Ak Ionosne ynpaeninus posgioxu Minicmepcmea oboponu Yxpainu (I'VP MO)
3abe3neyye Kibepaxucm ilicbko8oi cghepu?

28. Yomy npusamuuii cekmop 8idiepae 6ajdciusy poiv y 3abesneuenui KibepOesnexu
Ykpainu?

29.  Aki ocHOBHI 3ax00U Kibep3axucmy 6npo8aodiCyOmbCs NPUSAMHUMU KOMAAHIAMU?

30.  Axi ¢opmu OepoicasHo-npusamnoco napmuHepcmed  UKOPUCIOBYVIOMbC O
nioguwenHs Kiobepsaxucmy?

Cnucok pekomenooeanoi nimepamypu:

1. VYka3 [Ipesunenta Ykpainu Bix 14 Bepecust 2020 poky Ne329/2020 «ITpo Crparerito
HalioHanbHOI  Oe3meku  Ykpaimm»  //  [Enmextponnuit  pecypc]. Pexxum  mocrtymy:
https://www.president.gov.ua.

2. Vka3 Ilpesunenta Ykpainu Big 14 tpaBHs 2021 poky Ned47/2021 «IIpo Crparerito
KibepOesneku Ykpainu» // [EnexTponnuit pecypc]. Pexum JOCTYIyY:
https://www.president.gov.ua/documents/4472021-40013.

3. [TocranoBa KabGinery MinicTpiB Ykpaiau Big 19 uepBusa 2019 poky Ne518 “TIpo
3aTBEP/KEHHS 3arajlbHUX BHUMOT J0 KiOep3axucty o00’€KTiB KpUTU4YHOI iH(pacTpykrypu” //
[Enextponnuii  pecypc]. Pexum  goctymy:  https://zakon.rada.gov.ua/laws/show/518-2019-
%D0%BF#Text

4. 3akon Ykpainu Bing 5 nmunHs 1994 poky Ne 80/94-BP “Ilpo 3axuct indopmanii B
iHpopMariiiHo-TenekoMyHikainaux cuctemax”’ // [EnektponHmii pecypc]. Pexum pocrymy:
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text

5. I'ynamoxk M. HampsiMu mocuiieHHsST MiKHapOJHOTO CHIBPOOITHHITBA Yy cdepi
60poTrOHU 3 Kibep3nounHHICTIO // [HDOpMaris 1 mpaBo. Ne 4(39)/2021. C. 141-147.

6. [IpaBoBa 6a3a ykpaiHchkoi KiOepOe3NeKku: 3arajibHui orisia 1 aHamiz. MixkHapoaHa
dbynmamis Bubopunx cucrem B Ykpaini. 2019. 35 c.

7. Mapymak A. 1. Meroau mpaBOBOro peryitoBaHHs Oe3leku 0coOu, CyCHilbCTBa,
nepkaBu B iH(popmatiitHii chepi. // Bicnuk HarionanbHoi akagemii mpaBoBux Hayk Ykpainu. 2019.
Ne 3. C. 75-89.

8. Mapymiak A. I. MixkHapoHe CHiBpOOITHULTBO y GOpOTHOI 3 TPAaHCHALIOHATIBHOIO
kibep3nounHHicTIO. // [Hpopmaris i mpaso. 2018. Ne 3.C. 104-110.

0. HupextuBa €Bponeiicekoro [lapnamenty 1 Pamu (€C) 2016/1148 Big 6 nunus 2016

15



https://www.president.gov.ua/
https://www.president.gov.ua/documents/4472021-40013
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/518-2019-%D0%BF#Text
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text

POKY PO 3aXO0/IU JJIsl BUCOKOTO CIUIBHOTO PiBHA O€3MEKH MEPEXEBHX Ta iHPOpMaLiHHUX CUCTEM Ha
TEepUTOPIi Coro3y. /I [Enextponnuii pecypc]. Pexum JOCTYILY:
https://zakon.rada.gov.ua/laws/show/984 013-16#Text

10.  Hy6os. JI. B. Crpateriuni acmektu KkiOepOesnekun Ykpainu. // Crpareridni
npioputeru. 2013. Ned. C. 119-127.

TEMA 6: (FOPUIUYHA BIAIIOBIJJIAJIBHICTbD 3A KIBEP3JIOYUHN»

Kibep3nmounHHICTh CTana OJHIEID 3 HAWOUIBII AWHAMIYHMX (GOpPM TpaHCHAIIOHAIBHOL
3JI0YMHHOCTI, 110 3aB/Ia€ 3HaYHUX 30UTKIB SIK OKpEMHUM IpoMaJiTHaM, TakK 1 JIep>kaBHUM Ta IPUBATHUM
yCTaHOBaM, IJpUBAa€ HaLlOHAJIbHY Oe3neky nepkaB. EdextuBHa mpotuais KiOep3TOYMHHOCTI
noTpedy€e KOMIUIEKCHOTO TIIiIXOAY, BaXKJIUBOIO CKJIAIOBOI0 SIKOTO € YiTKO BH3HA4YEeHa CHCTEMa
IOpUIMYHOI  BiAmoBimaabHOCTI. IIpaBOBI MeXaHI3MH TNPUTATHEHHS JIO BIANOBIJAIBHOCTI 34
KiOep3JOYMHU MAalOTh CBOIO CHEHHU(]IKy, 3YMOBJICHY XapakTepoM MPOTHUIPABHUX isHb,
0cOONHUBOCTAMH iX BUSIBICHHS, (pikcamii Ta TOKa3yBaHHSI.

[Ipy mArOTOBII O CEMIHAPCHKOTO 3aHATTS HEOOXIAHO PO3MVISIHYTH TOHATTS Ta BHJU
IOPUIMYHOI BiAMOBIAATBHOCTI 32 MPABONOPYLIEHHS Yy KiOeprpocTopi, 0COOIMBOCTI KPUMIHANBHOT,
aIMIHICTpaTUBHOI Ta UUBLIBHO-NIPABOBOI BINMOBIIATBHOCTI, a TaKOX MIKHAPOIHO-IPABOBI
MEXaHI13MH PEryJIIOBaHHS BiMOBITATHHOCTI 3a KIOEP3TOUMHH.

OcobnuBy yBary ciii  NOpPUAUIMTH MPOOJEMHHMM acleKTaM IPaBO3acTOCYBAaHHS, 110
BUHHMKAIOTh Yy MPOLEC NPUTATHEHHS 10 BIAMOBINAIBHOCTI 32 KiOEp3JOYMHH, 30KpeMa MUTAHHAM
300py Ta OLIHKU HU(POBUX JT0KA31B, BU3HAUEHHS IOPUCAUKIIIT IPH TPAHCKOPIOHHUX KiOep3/10unHax,
a TAaKO’X MEXaH13MaM Bi/IIIKOTyBaHHS IITKOH, 3aM0/IisTHOT KiOep3I0UYNHAMH.

IHumanns 0o 062080penusn:

1. IToHATTS, BUIU Ta OCOOJIMBOCTI OPUINYHOT BIMOBITATHHOCTI 32 KiOEP3IOUHUHH.

2. KpuMmiHanpHa BiJIIOBIAJIBHICTD 33 KiOEP37IOUMHU: 3arajbHa XapaKTepUCTHUKA Ta OCHOBHI
TIOJIOYKEHHSI.

3. AIMiHICTpaTHBHA BIAMOBIMAMBHICTD 3a MPABOMOPYIIEHHS Y cdepi KioepOe3nek.

4. lluBiNbHO-IPAaBOBA BIANMOBIAANBHICTS 32 KiOEP3JTOYMHHM: MEXaHi3MH BiJIIIKOTyBaHHSI
3aBIAHO1 LIKOJH.

5. MikHapOIHO-TIPAaBOBE PETYJIIOBaHHS BiJIMOBIIATLHOCTI 3a KiOEP3TOUHHH.

3aeoanns ona camocmiinoi pooomu:

Posrnsnbre peanbHuil keiic (a00 BUrajany cuUTyalliloo), KOJIM I0pUAUYHA ocoba abo ¢izndyHa
ocoba cranu kepTBaMu KiOep3nouuHiB ((ilIuHT, Kpaaikka JaHuX, Kibeparaka). OUiHITH MPaBOBi
HACJIJKA IOTO IHIMIASHTY IS MOCTPAXIadoi CTOPOHM Ta MOXJIMBY BIAMOBIJAIBHICTh 32
HOpYILIEHHS HOPM KibepOe3neKu.

[Tinroryiite pedepar Ha TeMy «KpUMIHOJOTIUHUNA TOPTPET KiOEp3IoduHILD» abo «Tumm
KiOep3IOYHHIIIBY.

[TigrotyiiTe npe3enTanito Ha TeMy «Buan kibep3104nHIBY.

O1iHiTh MDKHApOJHI MPaBOBI HOPMHU MO0 OOpPOTHOM 3 KIOEp3JIOYMHAMH, TaKi SK
bynanemrchka koHBeHLis. Sk VYkpaiHa B3aemonie 3 IHIIMMH JepkaBamMH B O0poTbOi 3
Kibep3nounHaMu? Slka BIAMOBIAATIBHICTH ICHYE Ha MDKHAPOJHOMY pIiBHI 3a KiOep3JI0YMHH, IO
OXOIUTIOIOTH JEKUTbKA FOPUCAUKITIN?

Iumannsn 0ns camokoHmpoio:

1. Aki ocobrusocmi mae opuouuna 8i0nosioanvHicms y cgepi Kibep3nouunHocmi?

2. Hxa cneyugpixa ropucoukyii npu npumsieHenHi 00 8i0no08idalvHocmi 3a Kibepsniouunu?

3. Ax  cniggioHocambess  pi3Hi  6uOu  10pUOUYHOi  8iOnosidanvHocmi  3a
Kibepnpasonopyuienns?

4. Axi cknaou xibepsnouunis nepeddoaueni Kpuminanvnum Kkooexcom?

5. Aki noxapanns nepedbaueni 3a Kibep3nouunu ma AKi ¢pakmopu eniusaoms Ha ix
NpU3HaA4eHHs?
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AHxi npobremu icHyromo npu 00Ka3y68aHui Kibep3iouunie?
Axi aominicmpamueni npagonopyuieHus nepedbayeri 8 ingpopmayitinit cpepi?
AKi aominicmpamueni cmsieHenHs 3acmoco8yiomuvcs 3a KibepnpasonopyuenHs?
Ax  pozmesicysamu  aOMIHiCMpamugHy ma KpUMIHAIbHY GION08I0ANbHICb  3a
npagonopywenis 8 ingpopmayitinin cgepi?

10. Axi niocmasu BUHUKHEHHS YUBLIbHO-NPABOBOI  BIONOBIOATLHOCHLI 3a
Kibepnpasonopyuienna?

ASISSIR RS

11. Ak eusnavaemuvcs po3mip wkoou, 3a60aHoi Kibep3niouunom?
12.  Axiocobrusocmi mae npoyedypa 6i0uK0OV8AHHI UKOOU, 3aN00IAHOT Kibep310uuHom?
13.  Hka npakxmuka cyoie w000 komnencayii MOpanibHoi WKoOU 3a Kibep3nouunu?

14. Ak supiwyromscsi 0pucOUKYitini nUmanus npu mpancKOpOOHHUX Kibep3nioyunax?

15.  Axi mexanizmu MinCHapoOHO20 CRIBpOOIMHUYMea icHyiomos y cgepi 60pomvou 3
Kibepsnouunnicmio?

16. Axi npobnemu eapMoHizayii HAYIOHAIBbHO2O0 3AKOHOOABCMBA 3 MINCHAPOOHUMU
cmanoapmamu 8i0no8i0aibHOCmi 3a Kibep3nouuHu?

Cnucoxk pekomenooeanoi nimepamypu:

1. Kpuminaneuuit komekc Ykpaiam Big 05.04.2001 p. Ne 2341-1I1 (31 3miHamMu Ta
JIOTIOBHCHHSIMHU ).

URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

2. Kopekc Ykpainu npo anminictpatuBHi npaBonopyureHHs Big 07.12.1984 p. Ne8073-X (31
3miHamu Ta ponoBHeHHs MK ). URL: https://zakon.rada.gov.ua/laws/show/80731-10#Text

3. HuBinbHuit kogeke Ykpainu Big 16.01.2003 p. Ne435-1V (31 3MiHaMH Ta JONOBHEHHSIMH).
URL: https://zakon.rada.gov.ua/laws/show/435-15#Text

4. 3akon VYkpainu «IIpo ocHOBHI 3acamu 3a0esneueHHs KiOepOesnmeku YKpaiHuy».
3arBepukenuit Ykazom IIpesunenta Ykpainu Big S sxoBTHA 2017 poky Ne 2163-VIII // Binomocti
Bepxosnoi Pagu (BBP). 2017. Ne 45. Cr. 403.

5. byry3os B.M., Bacunmunuyk B.I. Ilpotuais xomn'toTepHidl 3710YMHHOCTI B YKpaiHi:
CHCTEMHO-CTPYKTYypHHUii aHani3: MmoHorpadis. Kuis: KHT, 2021. 408 c.

6. Opraea K. B. KpuminanbHa BiANoOBijanbHICTh 3a KiOEp3/l0YMHU, BUMHEHI MiJ 4ac
30poiiHOrO0  KOHQUIIKTY: MDKHApOJIHI TeHJEeHWIi Ta ykpaiHcbki peami. 2022. DOI
https://doi.org/10.32782/2524-0374/2022-12/96

URL: http://www.lIsej.org.ua/12_2022/96.pdf

7. Amnies P., Ilamacepwu, JI. IOpuaudHa BiIMOBIAANBHICT Y KOHTEKCTI HAI[IOHATBHOI
oesneku Ta oboponu Ykpainu. Cmpameciuni komyuikayii y cghepi 3abe3neuenuss HAYIOHANbHOL
beznexu ma 0bopoHu: npoobremu, 00ceio, nepcnekmusu: 1V mixcnap. nayk.-npaxm. kong. 2023. C.
144-147. URL:
http://repositsc.nuczu.edu.ua/bitstream/123456789/18540/1/2_5300948988634084300.pdf#page=14
5

8. JIyrieceka JI., SAmummu O, Jlo6asina B. Tennenmii po3BUTKY KpUMiHAIBHOL
BIIMOBIIATBHOCTI 3a KiOep3mounHu B ymMoBax Iudposizamii cycniuiberBa. Dictum factum, 2024, 2
(16): C. 258—264. DOI: https://doi.org/10.32703/2663-6352/2024-2-16-258-264  URL:
https://df.duit.in.ua/index.php/dictum/article/view/363/326

9. 'ymman JI. Mixxnapoana crhiBmpars y npoTtufii kidep3inounnnocti. Jlonmon: Academic
Press, 2018. 320 c.

10. Knimor B. IlpaBoBi ocHOBU 0opoThOHM 3 KibepsnmounHamu y kpainax €C. IIpara:
EU Law, 2019. 200 c.
11.  [eBuenko O. BaockoHaieHHS KPUMIHAJIBHOTO 3aKOHOJABCTBA YKpaiHu y cdepi

kibep3nounHHocTi. XapkiB: OcHoBa, 2021. 210 c.

12.  ®urinora T. IIpo6nemu npoTtuaii kidep3nounHHocTi B Ykpain. Kuis: ['enesa, 2020.
280 c.

13.  KonnparbeB B. [lepcriekTHBY MPUTSITHEHHS JI0 BiAMOBITAILHOCTI 32 CKOEHHSI BOEHHUX
KIOEP3IOUHIB. AKMYyanbHi nPoOIeMU MIHCHAPOOHO20 MA €8PONENUCHKO20 Npasd. No2ii10 MOI0OUX
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euenux, C. 139-142. URL: https://intrel.lnu.edu.ua/wp-content/uploads/2023/11/Materialy-
konferentsii-19-zhovtnia-2023.pdf#page=139

14.  Jlymaii A., TlaBmox O, IlaBmiox A.  AKTyaJbHICTh NHUTaHHS OOpOTHOM 3
KiOep3JOYMHHICTIO SK CKJIAJ0Ba 3arajJlbHOKPUMIHAJIBHOI 3JIOYUHHOCTI. I[pnincokuti  10puouyHuil
yaconuc. 2023. C. 211-218. DOI: https://doi.org/10.33244/2617-4154-3(12)-2023-211-218

URL.: https://ojs.dpu.edu.ua/index.php/irplegchr/article/view/137

TEMA 7: «OCOBJIMBOCTI HOPMATUBHO-ITPABOBOI'O 3ABE3IIEYEHHSA
KIBEPBE3IEKH B KPATHAX CBITY»

Tema mpuCBsiUEHAa KOMIUIGKCHOMY aHalli3y OCOOJMBOCTEHl HOPMAaTHBHO-IIPABOBOTO
3abe3nedeHHs KibepOe3neku B MPOBIAHUX KpaiHax CBITY Ta MDKHApOJHHUX oprasizamisx. ¥ Qokyci
yBaru npaBoBi cuctemu CIIIA ta BenukoOpuraHii sk epas, 110 IEMOHCTPYIOTh NEPEA0BI MiIXOAU
JI0 perynoBaHHs kKibepOe3meku, a Takoxk HopMmatuBHaA 6aza HATO Ta €Bpomnelickkoro Corozy, 1o
B1100pakae KOJICKTUBHI 3yCHIIIS 3 MPOTHIIT KiOep3arpo3am.

AKTyalbHICTh BUBYEHHSI MIXKHApPOJHOTO JIOCBIAYy HOPMATHBHO-IIPABOBOTO 3a0e€3MeYeHHS
KibepOe3neku 3yMoBJeHa HHU3KOIO (akTopiB. Ilo-mepire, TpaHCKOpPAOHHMN XapakTep Kibep3arpos
BUMAarae y3roJDKCHHX MIIXOMIB 0 IX MOJOJaHHS Ha MibXHapoaHomy piBHi. [lo-apyre, mpoBimHi
KpaiHW CBITYy Ta MDKHApOAHI OpraHizaiii HAKONMWYWIM 3HAYHUK JOCBI y cdepi IpaBOBOTO
peryntoBaHHs KibepOe3neku, BUBYCHHSI SIKOTO I03BOJISIE BUSIBUTH HAMOLIBII €()EKTUBHI MMPAKTUKHU Ta
amantyBaTH ix 10 HamioHampHMX YyMoB. Ilo-Tpere, B ymoBax rioOamizamii Ta iHTerparii
iHpOpMaIIfHUX CHCTEM 3pocTae MmoTpebda B rapMoOHi3allii HalllOHAJIBHUX 3aKOHOAABCTB y cdepi
KibepOe3neKH.

CryneHtaM HEOOXiTHO NPHUAUIMTH OCOONMBY yBary KOMIApaTHBHOMY aHAaJi3y Ppi3HHUX
MOJIeNIel TPaBOBOTO PETYJIIOBaHHS KiOepOe3neK, BUSBICHHIO IXHIX CITUIBHUX PUC Ta BIIMIHHOCTEH,
a TakKoX OIlHI[I e()EeKTUBHOCTI TPABOBUX MEXaHI3MIB 3aXHCTy HAIIOHAJLHUX IHTEPECIB Yy
Kkibepnpocropi. Takuii miaxiJ A03BOJIsE HE JIUIIE CUCTEMaTU3yBaTH 3HAHHS MPO 3apyOKHUI 10CBiN
IIPaBOBOro 3a0e3nedyeHHs KibepOe3neku, ajie ¥ BUSBUTH HAMOLIbII MEPCHEKTHBHI MPAKTHKH, IO
MOXXYTb OyTH aJlanTOBaH1 JI0 HalliOHAJTLHUX YMOB.

IHumanns 0o o6206opennsn:

1. HopmatuBHO-1IpaBoBe peryitoBanHs kidepoesneku CIIIA.

2. IlpaBoBi HOpMU 3a0e3nedeHHs KibepOesneku BennkoOpuranii.
3. 3akoHoaaBue peryioBanHs kibepoesnexku HATO.

4. TIpaBoBi 3acaau 3a0e3neueHHs kibepoesnexu €C.

3asoanns ona camocmiinoi pooomu:

[IpoananizyiiTe HOpMATHBHO-TIPABOBE 3a0e3reueHHs KibepOe3mekn B ACKLIBKOX KpaiHax
ceitry (Hampukian, CIHIA, €Bponeiicekmii Coro3, Kurait, Iamis, Ykpaina). BusHautre ocCHOBHI
BIIMIHHOCTI B MiIX0Jax /10 pEryioBaHHs KibepOesneku.

PosrasapTe pone mikHapomHux opranizamiii (takux sk OOH, €C, HATO, ACEAH,
[HTepnon) y po3poOiii HOpMaTUBHO-TIPABOBUX aKTIB 1 CTAaHIAPTIB IS 3a0e3neueHHs KibepOesneku.
OmiHiTh iX BIUIMB Ha HalliOHATbHE 3aKOHOAABCTBO PI3HUX KpaiH.

BuBuiTe €Bpomnelcbki periaMeHTH Ta JUPEKTHBU MLI0J0 KibepOesneku (Hampukiam,
Hupextusa NIS, Pernament €C npo kibepOesneky). [Ipoananizyiite, K 11l JOKYMEHTH BIUIUBAIOTh
Ha HalliOHaJIbHE 3aKOHO/IaBCTBO KpaiH-uieHiB €C.

Ilumanna ona camokonmponio:

1. AKi 0OCHO6HI HOpMAMUGHI aKmMu BU3HAYAIOMb HOPMAMUBHO-NPABOGE De2YNI08AHHS.
3abe3neuenns kioepoesnexu CLLIA?

2. Ak Oepocasni opeanu ma YCMAHOBU, OpeaHizayii 6x00amb 00 CMPYKMypu
HayioHanvHoi cucmemu 3abe3nedenns ingpopmayitnoi 6esnexu CLIIA?

3. Axi cneyianvui cayacou ma npagooxopouni opeanu CILIA npuiimaioms yyacms y
3abe3neuenni Kibepoesnexu depacasu?
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4. Oxapaxkmepu3yiime 3a2anibHi NOJNONCEHHS HOPMAMUBHO-NPABOBO2O DeE2YI0EAHHSL
3abe3neuenns kioepoesnexu CILLIA.

3. Posxkputime cmpyxmypy 3aecanvrnooepoicasnoi 2455 CIIA (ocnosui cyd’ekmu, ix
3a680anHs I YYHKYIT, KOHCYTbMAMUBHO-00PAOYT CIPYKIMYPU,).

6. Poskputime ocobnusocmi Oisinbnocmi cneyianbHux cuyxcd ma npasooxXopoOHHUX
opeanie CIIIA y cqhepi 3abe3neuennsn Kibepbesnexu oepaicasi.

7. AKI OCHOGHI HOPpMAMUEHI aKmMu BUHAYAIOMb HOPMAMUBHO-NPABOGE DEYNI0EAHHSL
3abe3neuenns Kibepoesnexu €C?

8. Axi opeanu ma ycmawo8u, opeaHizayii 6x00amv 00 CMPYKMypu cucmemu
3abe3neyenns kivepoesnexu €C?

0. Poskputime cmpyxmypy cucmemu 3a6e3neyenns kibepoesneku €C (ocnogni cyo exmu,
ix 3a80anHs i PYHKYIT, KOHCYTLMAMUBHO-00PAOYL CMPYKMYPU).

10. Oxapaxkmepu3yiime 3a2aibHi NOJNONCEHHS HOPMAMUBHO-NPABOBO2O DeYNI0OEAHHS
3abe3neuenns Kkioepoesnexu €C.

11.  Axi ocHogHi HOpMmamueHi akmu 6uU3HA4AMb HOPMAMUBHO-NPABOGE pPelyIi08aAHHSA
3abe3neyennsn Kivepoesnexu HATO?

12.  AHxi opeanu ma ycmanosu, opeauizayii 6x00amb 00 CMPYKMypu  cucmemu
3abe3neuenns Kioepoesnexu HATO?

13.  Poskputime 3MiCm OCHOBHUX HOPMAMUBHO-NPABOSUX axkmie Beruxobpumanii, saxi
BCMAHOBI0I0Mb NOPAOOK 3aXUCmy iHgopmayii.

14. ki Oeporcasui opeanu ma ycmanosu 6xo0sims 00 CMPYKMYPU 3a2a1bHO0EPHCABHOI
cucmemu 3abe3neyenis Kioepoesnexu bpumanii?

15.  Axi cneyianvni ciyscou ma opeanu cexkmopy 6esneku i 0boponu Benuxoopumanii
npuiMaloms yuacmo y 3abesneveni kibepoesnexu bpumanii?

16. Oxapaxmepusytime 3a2aibHi NOJNONCEHHS HOPMAMUBHO-NPABOBO2O Pe2YII0BAHHS
3a6e3neuenns Kibepbesnexu Benuxkoopumanii.

17.  Poskpuiime cmpykmypy 3a2aibHO0epiHCcasHoi cucmemu 3abesneuenns Kibepbesnexu
Benuxobpumanii (ocnosni cy6’exkmu, ix 3a80anus i hynkyii mowo).

18. Posxkputime ponv napramenmy Beauxoopumanii ma tioco CmpyKmypHux eiemeHmis y
3abe3neyenni Kibepoesnexu Kpainu.

19.  AHxy ponv 6idiepac ypsao Beauxoopumanii y  3a2anbHO0epiHcasHill  cucmemi
3abe3neuenms Kibepoesnexu.

20.  3uauenns 0epocasHO-NPUBAMHO20 NaApmHepcmea ) 3abe3neueHHi Kibepbesnexu
Benuxoopumanii.
21 Posxkputime ocobrusocmi OisnvHocmi  cneyiaibHux ciyxich ma npasooXopOHHUX

opeanig Benuxobpumanii'y cghepi 3abe3neyenns Kibepbesnexu 0epicasu.
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OCOBJIMBOCTI OINIHIOBAHHSA

Busnauaetscst [lopsiakom oprasiszanii Ta MpOBEAEHHS OLIIHIOBAHHS YCIIMIHOCTI 3100yBauiB
BU1IOI 0cBiTH [IpHKaprnaTChKOro HallOHAIBHOTO YHIBepcUTeTYy iMeH1 Bacuns Credannka, BBeIeHUM
B JIi10 HaKa30M pekTopa [Ipukapnarcbkoro HalioHaJIBHOTO yHiBepcuTeTy iMeHi Bacunsa Credanuka
BiJ 19 TpaBHs 2023 p. Ne 309. URL: https://efund.pnu.edu.ua/wp-
content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-
zdobuvachiv-vyshchoi-osvity.pdf , a Takox MeTOAMYHUMH pEKOMEHAALISIMUA JI0 TOPSAKY
OIIHIOBAHHS YCHINIHOCTI 3100yBadiB BWINOi OCBITH Yy HaBYAIHHO-HAYKOBOMY HOPHIUYHOMY
iHctutyTi (nam - MPIIOY), 3atBepmkxeHnMu BueHO pagor0 HaBYaIbHO-HAYKOBOTO HOPUAUYHOTO
iHcTUTYTY [lpHkapnaTchkoro HamioHaJbHOTO YHiBepcuTeTy iMeHi Bacuns Credanuka, mpoTOKOI
Nel3 BiJ 27 YEpBHS 2024 POKY) https://law.pnu.edu.ua/wp-
content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-
uspishnosti.pdf

[lepenbavaeTbcsi BUKOHAaHHS | TUCBMOBOI 3aiikoBOi poOoTH. PobOoTa BUKOHYETBCS Ha
OCTaHHHOMY MPAKTUYHOMY 3aHSITTI Ta OXOILTIOE BCi 3MICTOBI MOoyJii. BapianTtu 3aBnanb, 6amu 3a ix
BUKOHAHHS, KpUTEpii OIIIHIOBaHHS pO3pOOJAIOTHCS BUKIAAad4aMH, SKi BEAYTh CEMIHApPChKi
(IpaKTU4HI) 3aHATTS Ta 3aTBEPDKYIOTHCS Ha 3acimaHHax kadenpu (. 3.3.5 MPIIOVY). Ha nucemoBy
MOJYJIbHY KOHTPOJIBHY POOOTY BUHOCUTHCS 50 TeCTOBUX 3aBaHb. MakcHUMalbHa KIJTbKICTh OalliB 3a
nUCbMOBY poboty — 75 (mm. 2.7.1 MPIIOY).

21


https://efund.pnu.edu.ua/wp-content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-zdobuvachiv-vyshchoi-osvity.pdf
https://efund.pnu.edu.ua/wp-content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-zdobuvachiv-vyshchoi-osvity.pdf
https://efund.pnu.edu.ua/wp-content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-zdobuvachiv-vyshchoi-osvity.pdf
https://efund.pnu.edu.ua/wp-content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-zdobuvachiv-vyshchoi-osvity.pdf
https://efund.pnu.edu.ua/wp-content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-zdobuvachiv-vyshchoi-osvity.pdf
https://law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf
https://law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf
https://law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf
https://law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf
https://law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf

MEPEJIIK PEKOMEHJIOBAHOI JTITEPATYPH

1. Anies P., ITanacesuu, JI. FOpuauuna BiAmoBinaibHICTh y KOHTEKCTI HAIIIOHATBHOT OE3MEKH
Ta 00opoHu Ykpainu. Cmpameziuni KoMyHikayii y cghepi 3a6e3neuenns HayioHaIbHOI Oe3neku ma
oboponu: npobaemu, 0ocsio, nepcnexkmusu: IV miscnap. nayk.-npaxm. xoug. 2023. C. 144-147.
URL:
http://repositsc.nuczu.edu.ua/bitstream/123456789/18540/1/2_5300948988634084300.pdf#page=14
5

2. Bab6anin C. B. Kibepsnouunnicts. Bicnuk Acoyiayii kpuminanonozo npasa Ykpainu. 2016.
T. 1, Ne 5. C. 468-470. URL: http://vakp.nlu.edu.ua/article/view/173523

3. binan I. A. KiGeprepopusm: iHpopmaniliHo-1ipaBoBuil acnekT. [Hpopmartis i mpaso.
2023. Ne 4(47) C. 64-71. DOI: https://doi.org/10.37750/2616-6798.2023.4(47).291584 Pexum
nocrymy: http://ilippi.org.ua/article/view/291584

4. Bypsuok B.JI. Inpopmaniiina ta xibepOesneka: COMIOTEXHIYHMM aCIEKT MiApydHuK / [B.
JI. Bypsdok, b. Tony6ko, B. O. Xopomko, C. B. Tomrona]; 3a 3ar. pea. 1-pa TexH. Hayk, mpodecopa
b. TonyOka. Kuis : IVT, 2015. 288 c.

5. Byrysoe B.M., Bacuwiunuyk B.I. TIpoTuaiss KOMI'IOTEpHIN 3II0YMHHOCTI B YKpaiHi:
CHCTEMHO-CTPYKTYypHHUii aHani3: MmoHnorpadis. Kuis: KHT, 2021. 408 c.

6. BacunbkoBeekuii 1. 1. TIoHATTS «KiGEP3IOYMHHICTE» Ta «KiOEP3IOYMHM»:CTaH Ta
CHIBBIAHOWEHHS. MidicHapoOHull I0puOUYHUL 8iCHUK. AKMYalbHi npobiemu cyvachocmi (meopis ma
npakmuka). 2018. Bumn. 1-2 (10-11). C. 276-282.

7. TasBa C. K., Tonosko C. I'. Cyuyacuuii KibepTepopu3M SIK 3arpo3a HalliOHAIbHIN Oe3Iel.
Hauionansauit aBianiiinuii yaisepcuret. 2023. Ct. 54-56.

8. I'matrok C. Kibeprepopusm: icTopist pO3BUTKY, Cy4acHI TEHACHIII Ta KOHTP3aXOJIH.
besneka indopmarii. 2013. Ne 2. C. 118-129.
9. l'onuapenko B. A. Jlo mpoOnemMu BH3HA4YeHHS Ta PO3MEXKYBaHHsS ae]iHimii

"iHpopmaniiina 6e3nexa” 1 "kibepOesneka". Anarimuuno-nopisuanvre npagosnascmeo. 2024. Ne5. C.
466-471. URL: https://doi.org/10.24144/2788-6018.2024.05.73

10.  TopOGymnin B. I1, Kaunncekuii A. B. 3acanu HarioHanbHO1 Ge3exy Y KpaiHu: MiapyYHHK
JUISL CTYJI. BUIIUX HaBY. 3aKJ. / [HCTUTYT mpoOnem HamioHanbHoi Oe3neku. KuiB: [HTEepTexHOMOT,
2009. 270 c.

11. Tpunyn O. O. Be3neka B kiGepupocTopi: MikHApOAHO-IIPaBoBi acnekty. / Haykosuii
BICHUK XepCOHChKOro Jiep:kaBHoro yHiBepcutety. Cepis “lOpuanuni nayku”, 2014. T. 4. Cekuis
“Mixnapoane npao”. C. 197-202.

12.  Tymman JI. Mixuapomna cmiBmpans y mpoTuaii KiOepsnouuHHOCTI. JIOHIOH:
Academic Press, 2018. 320 c.

13.  Jlupexrusa €Bponeiicskoro Iapiamenty i Pagu (€C) 2016/1148 Bing 6 nmunus 2016
POKY PO 3aXOIH JIJIs1 BUCOKOTO CIUIHHOTO PiBHS O€3MeKH MEepPEXEeBUX Ta iHPOpMaIlIHHUX CUCTEM Ha
TepuTOpii Coro3zy. // [EnexTpoHHMA pecypc]. Pexxum JOCTYIY:
https://zakon.rada.gov.ua/laws/show/984 013-16#Text

14. Jly6os. JI. B. Crpareriuni acnektu xibepbesneku VYkpainu. // Crpareriuni
npioputeru. 2013. Ne4. C. 119-127.

15. 3abesneuenns ingopmaniiinoi Ge3MeKH y IPOBIIHUX KpaiHax CBiTy: HaBy. 1m10ci6. / [B.
M. Ierpuk, A. C. Menbuuk, O. O. bakanuHcbkuii Ta iH.; 3a 3ar. pen. Ilerpuka B. M.]. Kuis : Bun-
B0 IC331 HTVYYVY «KIIl», 2014. 260 c.

16. 3axon Ykpainu “IIpo HaumioHanbHy Oe3nexy Ykpainu”, Big 21 uepsus 2018 poky Ne
2469-VIII // Bimomocti BepxoBHoi Pamu. 2018. Ne 31. Cr. 241.

17. 3akom Vkpainu “Tlpo ocHOBHi 3acamu 3abesrmeueHHs KiOepOesnexu Ykpainu”,
npuitasTuii 5 sxoBTHA 2017 poxy Ne 2163-VIII // Binomocti BepxoBroi Pagu. 2017. Ne 45. Cr. 403.

18.  3akon Ykpaiun «IIpo kputuuny inppactpykTypy» Bix 16 mucromaga 2021 poky Ne
1882-IX. // [Enexrponnuii pecypc]. Pexxum nmocrymy: https://zakon.rada.gov.ua/laws/show/1882-

22


http://repositsc.nuczu.edu.ua/bitstream/123456789/18540/1/2_5300948988634084300.pdf#page=145
http://repositsc.nuczu.edu.ua/bitstream/123456789/18540/1/2_5300948988634084300.pdf#page=145
http://vakp.nlu.edu.ua/article/view/173523
https://doi.org/10.37750/2616-6798.2023.4(47).291584
http://il.ippi.org.ua/article/view/291584
https://doi.org/10.24144/2788-6018.2024.05.73
https://zakon.rada.gov.ua/laws/show/984_013-16#Text
https://zakon.rada.gov.ua/laws/show/1882-20#Text

20#Text.

19. 3akonm Vkpaimm Big 16.12.2020 Ne 1089-IX «IIpo enexTpoHHI KOMyHikamuii» //
[EnextponHuii pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/1089-20#1n2246.

20.  3akon Ykpainu Bix 22 tpaBus 2003 poky Ne 851-1V «IIpo eneKTpOHHI TOKYMEHTH Ta
€JIEKTPOHHU I JIOKYMEHTOOO0Ir» /1 [EnexTponHuit pecypc] Pexum JOCTYIyY:
https://zakon.rada.gov.ua/laws/show/851-15#Text .

21. 3axon Ykpainu Bix 21 ciuns 1994 poxy Ne 3855-XII «IIpo nepkaBHy TAEMHUIIIO» //
[Enextponnuii pecypc]. Pexxum gocryny: https://zakon.rada.gov.ua/laws/show/3855-12#Text

22. 3akoHOJaBCTBO Ta crparerii y cepi kiGepOesneku Kpain CBPONEHCHKOTO COM3Y
CIIA, Kanamu ta iHmux. [Hpopmamiiina noBigka, miarotoieHa €BponeidchKuM iH(opMaliiiHo-
nocmigHuibkuM  neatpom. 2014, 37 c¢. // [Enextponnmii pecypc]. Pexum goctymy:
https://infocenter.rada.gov.ua/uploads/documents/28982.pdf

23.  3imuenko O. I. €Bpomelicbka perioHanbHa cUcCTeMa HPOTHALI KiOepTepopH3My:
MOJIITUYHI, IHCTHTYILIHHI Ta TmpaBoBi MexaHI3MU. BicHuK XapKiBChKOTO HAIIOHAJIHHOTO
yniBepcutety imeni B.H. Kapasina. Cepis «[Iutanns nomitosnorii». Bum. 39.2021. C. 118-122. URL:
https://periodicals.karazin.ua/politology/article/view/17813

24.  Indopmaniiina 6esneka. Iligpyunuk / B. B. Octpoyxos, M. M. IIpucsxkuiok, O. 1.
dapwmareii, M. M. UexoBcbka Ta iH.; mix pea. B. B. Octpoyxosa. Kuis : Bun-o “Jlipa-K”, 2021. 412
c.

25.  TadopmariiiHO-TICHXOIOri9HE TPOTHOOPCTBO: MiAPYYHKK. BUIaHHS TpETe JOTOBHEHE
ta nepepodnene / [B.M. Ilerpuxk, B.B. bens, M.M. IlpucsxHiok Ta iH.]; 3a 3ar. pen. B. B. bexs. Kuis
: [TAT “BIIIOJI”, 2018. 388 c.

26.  Kaminiuenko O. HATO nHa kiGep3axucTi: ik ANbsSHC gonomarae Ykpaini Boepertucs
BiX XaKePChKHUX aTak P® Il [EnexkTponHuit pecypc]. Pexum JIOCTYIIY:
https://www.eurointegration.com.ua/articles/2022/07/6/7142651/

27. KiGepOesneka: CBiTOBI TEHAEHIIIT Ta BUKIMKHU I YKpaiHK aHATiTHYHA 10MoBias / 1.
B. ly6os, M. A. Oxean. Kuis : HIC]/I, 2017. 30 c.

28.  KibepnpocTip sIK HOBHI BUMIpP I'€OMONITHYHOIO CynepHuITBa: MoHorpadis / Jlyoos
. B. Kuis : HIC/I, 2014. 328c.

29. Kuimos B. IlpaBosi ocHOBH GopoThOu 3 KiGepsmoumnamu y kpainax €C. IIpara:
EU Law, 2019. 200 c.

30. Koryr IO. 1. KibepOesneka Ta pusuku HudpoBoi TpaHcopMamii KoMIaHiii:
npaktuuHuil mocionuk. Kuis : Koncantunrora komnanis «CIJIKOH», 2021. 372 c.

31. Koupenuis npo kiGep3nounHHicTs: 3akoH Ykpainu Bix 07.09.2005. // [Enextponnmuii
pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/994 575#Text

32. Koungparbes B. [lepcnieKTuBH NPUTATHEHHS 10 BiANOBIIAILHOCTI 32 CKOEHHS BOEHHUX
KiOEp3NMOUHIB. AKMyanbHi npodiemu MIXCHAPOOHO20 MA €8PONEUCHKO20 NPasd. NO2Is0 MOL00UX
suenux, C. 139-142. URL: https://intrel.Inu.edu.ua/wp-content/uploads/2023/11/Materialy-
konferentsii-19-zhovtnia-2023.pdf#page=139

33.  Koucrutynis Ykpaium : mpuiiHaTa Ha 1aTiii cecii Bepxosnoi Pamum Ykpainm 28
yepBHA 1996 p. Kuis : IIpeca Ykpainu, 1997. 80 c.

34. Kommsapos B. KiGeprepopusm sk 3arposa MixknapomaHiii Oesmeni. Haykosi mpami
MixperionanbHoi Akaaemii ynpaBiaiHHsS nepcoHaioM. [lomiTuyHi Hayku Ta MyOJivyHEe YNpaBIiHHS.
2023. Bumyck 5 (71). C. 46-54.

35.  Kpawi npaktuku ynpasninus kibepOesnekoro: orasaosuii 3git. [Ipoext €C - [IPOOH
3 mapiaMeHTchKoi pedopmu. 2019. 129 c.

36. Kpuminanbuuii xogekc Vkpainu Big 05.04.2001 p. Ne 2341-II1 (3i 3minamu Ta
nonoBHeHHs MU ). URL: https://zakon.rada.gov.ua/laws/show/2341-14#Text

37. Jyrieebka JI., Summun O, Jlw6Gasina B. TenuaeHiii po3BUTKY KpMMiHAJIBHOT

BIJIMOBIAATBHOCTI 3a KiOep3JI04MHN B yMOBax mudposizauii cycmimsetBa. Dictum factum, 2024, 2
(16): C. 258—264. DOI:https://doi.org/10.32703/2663-6352/2024-2-16-258-

23


https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/1089-20#n2246
https://zakon.rada.gov.ua/laws/show/851-15#Text
https://zakon.rada.gov.ua/laws/show/3855-12#Text
https://infocenter.rada.gov.ua/uploads/documents/28982.pdf
https://periodicals.karazin.ua/politology/article/view/17813
https://www.eurointegration.com.ua/articles/2022/07/6/7142651/
https://zakon.rada.gov.ua/laws/show/994_575#Text
https://intrel.lnu.edu.ua/wp-content/uploads/2023/11/Materialy-konferentsii-19-zhovtnia-2023.pdf#page=139
https://intrel.lnu.edu.ua/wp-content/uploads/2023/11/Materialy-konferentsii-19-zhovtnia-2023.pdf#page=139
https://intrel.lnu.edu.ua/wp-content/uploads/2023/11/Materialy-konferentsii-19-zhovtnia-2023.pdf#page=139
https://zakon.rada.gov.ua/laws/show/2341-14#Text

264URL:https://df.duit.in.ua/index.php/dictum/article/view/363/326

38. Jlymait A., Tlasmox O, IlaBmox A AKTyalbHiCTh NHUTaHHA OOpPOTHOM 3
KiOep3JIOYMHHICTIO SK CKJIaJ0Ba 3arajJlbHOKPUMIHAIBHOI 3J0YMHHOCTI. IpmiHCHKUN IOPUANYHUN
gacornmc. 2023. C. 211-218. DOI: https://doi.org/10.33244/2617-4154-3(12)-2023-211-218
URL:https://ojs.dpu.edu.ua/index.php/irplegchr/article/view/137

39. Jlyuenxo FO.B., Tapaciok A.B., [lenucenko M.M. KibGepGesneka ta indopmariiina
Oe3mneka: CIiBBIIHOIIEHHS MOHATh. FOpuanyHuii HayKoBHi eNeKTpoHHUM )xypHaL. 2022. Ne8. C. 320-
323. URL: https://doi.org/10.32782/2524-0374/2022-8/70

40. Mapymak A. I. Meroau NnpaBOBOrO pPEryarOBaHHS O€3IEKH OCOOHM, CYCIiIbCTBA,
neprkaBu B iHGopMaltiitHii cdepi. // Bicuuk HamionansHoi akagemii mpaBoBuX Hayk Ykpainu. 2019.
Ne 3. C. 75-89.

41. Mapymak A. I. MixnapogHe croiBpoOiTHUIITBO y 60poTh0i 3 TPaHCHAIIOHAILHOIO
Kibep3nounnHicTio. // [ndopmaris 1 mpaso. 2018. Ne 3.C. 104-110.

42. Mempauk JI. C. KoMmm’roTepHi 31109MHM: TPOONEMM BUIIICHHS Ta KBamidikaiii.
Miscuapoonuii naykosuul scypuan «Ilumepuayka». Kuis, 2021, sun. 4 (104), C. 59-62. URL:
https//doi.org/10.25313/2520-2057-2021-4-7055.

43. Menbuuk JI. C. 3axucT HaiOHANbHOI KPMTHYHOI iH(OpMauiiiHOi iH(ppacTpyKTypH:
aKTyaJbHI MPOOJIEMH Ta NUIAXH BUPIMEHHS. «AOMinicmpamuene npaso i npoyec»: HAyKOBO-
npaktuuHuil xxypHai. Kuis, 2022. Ne3(38)/2022. C. 5-16.

44.  HaykoBo-npaktnunuii komentap Posminy XVI KK Vkpainu “3nounnn y cdepi
BUKOPHCTaHHS €JIEKTPOHHO-OOUYUCIIIOBAIBHUX MAIINH (KOMIT IOTEPIB), CUCTEM Ta KOMII FOTEPHHUX
MEpexk 1 Mepex enekTpo3B’sa3Ky” (crarti 362 - 363, BucHOBKH, cioBHUK) / [O.0. Knumuyk, P.B.
Makyxa, [[.C. MenpHuk; 3a 3ar. pea. O.0. Knumuyka]. KuiB : LleHTp HaB4.-HayK. Ta HayK.-IIPAKT.
HA CBY, 2014. 88 c.

45. HaykoBo-pakTHYHMH KOMeHTap 3akoHy VYkpainm “IIpo ocHOBHI 3acamu
3a0e3nedeHHs KibepOe3neknu Ykpainu”; cranoM Ha 01.01.2019 poxy / M.B. I'ymamiok Ta iH.; 3a pes.
M.B. I'pe6entoka. KuiB: Hamionanbna akagemist mpokypatypu Ykpaiau, 2019. 220 c.

46. Hwxknuk H.P., Curaux T.IL, Bimoyc B.T. Hamionansha Oesmeka Ykpainu
(MEeTOI0JIOT14HI aCIeKTH, CTaH 1 TeHIeHIIi po3BUTKY): HaBu. moci6. /st BUIIUX HaBY. 3aKiIafdiB /
VYkpainceka Akazaemis aep:k. ynpasiinas npu [Ipe3unentoBi Ykpainu; Akajaemis 1epxk. oaTKOBOi
cyx6u Ykpainu. Kuis : [Ipeca Ykpainu, 2000. 304 c.

47.  OprazizaniiHo-npaBoBi Ta TAKTUYHI OCHOBY ITPOTH/III 37I0YMHHOCTI y cepi BUCOKHX
iH(opMaLiitHuX TeXHOIOTiH : HaBy. nocil. / [ByTy3oB B. M., 'aBnoBcbkuii B. /1., Ckano3y6 JI. I1. Ta
iH.; 3a pea. €. 1. Cxynuma]. Kuis, 2011. 404 c.

48.  Octpoyxos B. B., ITpucsxuaiok M. M. CoLianbHo-0OpieHTOBaHi Ta 3aralbHOIOCTYIIHI
pecypcu Mepexi [HTepHeT B iHpopManiiHii BiitHI npotu Ykpainu. [ndopmariiina 6e3mnexa JitoIMHH,
cycninbcTBa, nepxkaBu: HaykoBo-npaktuunuii xypHain. Kuie : HA Cb Vkpaiau, Ne.1-3 (28-30).
2021. C.56-64.

49.  Tlocranoa KM VYkpainu «Jleski nutanHs 00’ €KTiB KDUTHYHOI iHQPAaCTPyKTypu» Big
09.10.2020 Ne 1109. // [Enextponnuit pecypc]. Pexum JIOCTYILY:
https://zakon.rada.gov.ua/laws/show/1109-2020-%D0%BF#Text.

50. TIporuuis kiGep3nounHHOCTI B YKpaiHi: mpaBoBi Ta opramisamiiiHi 3acaau: Hapu.
noci0. / [kon. aBropiB: O. €. Kopucrin, B. M. byry3os, B. B. Bacunesuu Ta iH.; 3a 3ar. pen. B. B.
Kosanenka]. KuiB : Bun. aim “Ckid”, 2012. 728 c.

51.  Pymwos L. CuiBBinHouieHHs KiGepTepopusMy Ta Kibepsinouuny. IOpuanunuii BicHUK.
2021. Ne 3. C. 178-185. URL: https://dspace.onua.edu.ua/items/f7f84fc6-620d-4f9c-aebb-
dcd46b208485

52. Pycenpknii  A. A., Kymomabeekuit J[. A. TeopeTMKO-IIpaBOBHil aHaji3 IMOHATH
«KI0ep3ouuH» 1 «KiOep3nounHHICTEY. [Ipaso i 6esnexa. 2017. Ne 1 (64). C. 74-78. URL:
file:///C:/Users/Admin/Downloads/Pib_2017 1 15.pdf

53. Ceepmmik 3. KibepOesneka Ta KiGep3axWCT: NHMTAHHSA MOPSAAKY JEHHOTO B
YKpaiHCBKOMY CYCNUIbCTBI. Ykpaincvkuti scypran 3 bibniomexosnascmea ma inghopmayiinux Hayx.

24



https://ojs.dpu.edu.ua/index.php/irplegchr/article/view/137
https://doi.org/10.32782/2524-0374/2022-8/70
https://zakon.rada.gov.ua/laws/show/1109-2020-%D0%BF#Text
https://dspace.onua.edu.ua/items/f7f84fc6-620d-4f9c-ae6b-dcd46b208485
https://dspace.onua.edu.ua/items/f7f84fc6-620d-4f9c-ae6b-dcd46b208485
https://dspace.onua.edu.ua/items/f7f84fc6-620d-4f9c-ae6b-dcd46b208485
file:///C:/Users/Admin/Downloads/Pib_2017_1_15.pdf

2022. Ne 10. C. 175-188. URL: https://doi.org/10.31866/2616-7654.10.2022.269495

54.  Crpareris indopmaniiinoi 6esnexu: Ykas IIpesunenta Ykpainu Big 28 rpymus 2021
poky No 685/2021 «IIpo pimenns Panu HarionansHO1 6e3meku 1 000poHu YKpainu Bix 15 KOBT-HA
2021 POKy «IIpo Crparerito iHpopManiiHO1 Oe3reKm»». URL:
https://zakon.rada.gov.ua/laws/show/685/2021#n14

55.  Vkas Ipesunenta Ykpainu Bix 14 tpasus 2021 poky Ne Ned447/2021 “TIpo Crpareriro
KibepOesnexu VYkpaian” /l [EnexTponHmit pecypc]. Pexum JOCTYTY:
https://www.president.gov.ua/documents/4472021-40013 .

56. Vkas [pesnnenrta Ykpainn «IIpo Konnenmiro 3a0e3nedeHns HAiOHANBHOI CHCTEMH
ctiiikocti» Big 27 BepecHs 2021 poky Ne479/2021. // [Enexrponnumii pecypc]. Pexxum nocrymy:
https://zakon.rada.gov.ua/laws/show/n0065525-21#Text.

57. ®ininosa T. IIpoGnemu npotuaii kidepsnounnnocti B Ykpain. Kuis: I'enesa, 2020.
280 c.

58. IlleBuenko O. BmockoHaneHHS KPMMIHAJLHOTO 3aKOHOAABCTBA YKpaiHm y cdepi
kibep3nounHHocTi. XapkiB: OcHoBa, 2021. 210 c.

59. Ilnauyk B. Cy6’eKkTu Aep:XaBHOTO YIpaBIiHHA KiOepOe3IeKoo KpaiHu: 3apyOiKHuii
JocBif. JlepxaBHe ynpaBiiHHA: yAOCKOHaNIEeHHs Ta po3BUTOK. 2019. Ne2. // [EnexTpoHHuit pecypc].
URL: http://www.dy.nayka.com.ua/pdf/2_2019/7.pdf

60. IOpraesa K. B. KpuminanbHa BiNOBigalbHICTh 3a KiGEP3IOYMHU, BUYMHEHI IIiJ Yac
30poiftHOr0  KOHQIIKTY: MDKHApogHi TeHieHuii Ta  ykpaiHchki peami. 2022. DOI
https://doi.org/10.32782/2524-0374/2022-12/96

URL: http://www.lIsej.org.ua/12_2022/96.pdf

61. Conway Maura. Cyberterrorism: the story so far. Journal of Information Warfare.
2003. Vol. 2. No. 2. P. 33-42.

62.  Lee Jarvis, Stuart Macdonald. What Is Cyberterrorism? Findings From a Survey of
Researchers. Terrorism and Political Violence. 2015. Volume 27. Isuue 4. P. 657-678. URL:
https://sci-hub.se/10.1080/09546553.2013.847827

63.  Stuart Macdonald, Lee Jarvis, Simon M. Lavis. Cyberterrorism Today? Findings From
a Follow-on Survey of Researchers. Studies in Conflict & Terrorism. 2019. Volume 5. Issue 8. P.
727-752. URL: https://sci-hub.se/10.1080/1057610X.2019.1696444

25


https://doi.org/10.31866/2616-7654.10.2022.269495
https://zakon.rada.gov.ua/laws/show/685/2021#n14
https://www.president.gov.ua/documents/4472021-40013
https://zakon.rada.gov.ua/laws/show/n0065525-21#Text
http://www.dy.nayka.com.ua/pdf/2_2019/7.pdf
https://doi.org/10.32782/2524-0374/2022-12/96
https://sci-hub.se/10.1080/09546553.2013.847827
https://sci-hub.se/10.1080/1057610X.2019.1696444

