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BCTYII

HaBuanpHa nucrumiina «JlepkaBHa momiTuka y cdepi Kibep3axucTy» ClpsMOBaHa Ha
dbopmyBaHHs y 3700yBauiB BHINOI OCBITH KOMIUJIEKCHOTO PO3YMIHHS TEOPETHYHUX Ta
NPaKTUYHUX ACHEKTIB 3abe3medyeHHs KibepOe3neku Ta KiOep3axucTy Ha HalllOHATbHOMY Ta
MDKHApOJAHOMY pIBHSAX. Y CyyacHY €MoXy CTPIMKOIO PO3BUTKY LHU(POBUX TEXHOJOrIH Ta
rno0anbHOi 1H(pOpMaTH3alli CyCHIIbCTBA NMUTaHHS 3abe3neueHHs KibepOesnexku HalOyBae
KPUTUYHOTO 3HAYEHHS JJIs HAIllOHAJbHOI O€3MeKHu JepikKaBH, CTa0lIbHOIO (PYHKIIOHYBaHHS
il IHCTUTYTIB Ta 3aXHCTy IpaB 1 cBOOOJA rpomaasH. B ymoBax cborojeHHs kKibepaTaku
NEepEeTBOPUINCSI HAa MNOTYXHUU IHCTPYMEHT TiOpUAHOI BIMHHM, 3AaTHUN 3aBJaTH 3HAYHOL
MIKOJM KPUTHYHIA IHPPACTPYKTYpi, EKOHOMIUH1HM CTabIIbHOCTI Ta CyBepeHiTeTy AepxaBu. Lli
00CTaBUHM MIJKPECTIOITh aKTyaJbHICTh HaBYAJIbHOI AUCIUILIIHM, KA 30CEPEIKYETHCT Ha
NUTAHHAX BIPOBAPKEHHS Ta BAOCKOHAJEHHS €(PEeKTHUBHOTO KiOep3axucTy [uid 3a0e3MedeHHs
HAI[lOHAJIBHOI 0€3MeKu B yMOBaxX U(PPoOBOi TpaHCchopmMallii.

Memoto xypcy «JlepxaBHa momituka y cdepl kibep3axucty» € (GopmMyBaHHS Yy
CTYACHTIB LLUIICHOTO PO3YMIHHS OCHOBHUX HPHUHLHUIIB, MEXaHI3MIB Ta IHCTPYMEHTIB
AepXKaBHOI MOJITHKM Yy cdepi KiOepp3axucTy, aHali3 HalllOHAJIbHOI Ta MIKHAPOJHOL
HOpPMaTUBHO-IIPABOBOi 0a3u, BUBYEHHSI OCHOBHUX KiOep3arpo3 Ta cTpaTeriii mpoTumli im.

Linamu nHasuanvhoi oucyuniinu €: OBOJIOAIHHS CTYJA€HTAMHU KIIOYOBUMHU MOHATTAMH,
TaKUMH SIK  «KiOep3axucT», «kibepOe3meka», «KiOepmpocTip», «KiOep3TOUYUHHICTHY,
«K10ep3I0urH», «KibepTepopu3M» Ta 1H.; GOpMyBaHHS HAaBHUYOK 3/J1HCHEHHS KOMIIJIEKCHOTO
AOCIHIIKEHHSI HOpMAaTHUBHO-MIPaBOBOi 0a3u kibepOe3neku YKpaiHu Ta MIXKHAPOJIHOTO AOCBITY
y uiii cdepi, BKIOYAIOUM MPAKTUYHI ACTIEKTH; OBOJIOAIHHS METOAMKOIO OLIHKHM Cy4aCHUX
Ki0ep3arpo3; MNpPOBEJEHHS JAETAJIbHOTO aHaji3y CTPYKTYpH, IOBHOBaXe€Hb Ta (YHKIIIH
cy0'ekTIB HaIlOHAJbHOI cucTeMH KibepOe3neku; (OpMyBaHHS 3JaTHOCTI 3aCTOCOBYBATU
OTpUMaH1 3HAHHS HA MPaKTHII].

JlocsiTHEHHs. METH Ta IUIed HaB4albHO1 AucuUIUIiHM "Jlep:kaBHa moJiTHka y cdepi
kibep3axucTty" peanizyeTbcs depe3 BUKOHAHHS TaKUX KIIOUOBUX 3agdaub: 1) (QopMyBaHHS
IPYHTOBHO1 TEOPETUYHO1 0a3u 3HaHb 11010 PEeHOMEHY KiOep3JI0UMHHOCT1 Ta HOro CYyTHICHUX
XapaKTEePUCTUK; 2) 3aCBOEHHS MPAKTHUYHOTO IHCTPYMEHTapil0 MpOTUJil Kibep3iourmHam Ta
OCHOBHHUX KOHIENTyaJIbHUX 3acaj KibepOe3neku; 3) omaHyBaHHS METOJ0JIOTIl OIIHIOBAHHS
Ta aHaji3y MOKa3HUKIB KiOEp3TOYMHHOCTI (BKJIIOYAIOUU PIBEHb, CTPYKTYpYy, AMHAMIKY Ta
HIII KUTBKICHI Ta SIKICHI 1HAUKATOpH); 4) MOCHIIKEHHSI MPAKTUYHUX acCMeEKTIB po3poOKH Ta
IMIUTEMEHTAIli JepkaBHOT MOJMITUKU y chepi 3abe3nmedeHHs KibepOes3meku Ta 60poThOHU 3
KiO€p3JI0YMHHICTIO; 5) HAOYTTS 3HAHb 1IOJ0 TUHOJOTI3alii K1I0€p3JI0UnHIB, IX CTPYKTYpHUX
eJIEMEHTIB, TOCIIJOBHOCTI PO3BUTKY Ta €TamiB peaii3amii NOpPOTUIOPAaBHUX iy
kibeprnpoctopi; 6)  AOCHIAKEHHS  METOMIB  KiOep3axucTty  00’€KTIB  KPUTHYHOI
iHQpacTpyKkTypu; 7) aHami3 O0COONMBOCTEH MOMITHKM KiOep3axucTy Ta KibepOe3neku
NpPOBIJTHUX KpaiH CBITY.



Ceminapcbke 3ansarTa 1 .
TEMA 1: «TEOPETUYHI OCHOBHU IH®OPMAIIMHOI BE3IEKHU,
KIBEPBE3IIEKHA TA KIBEP3AXHUCTY» (2 roa.)

VY cyuacHOMy CBITI iH(pOpMALIS € CTPATErTYHUM PECYPCOM, a ii 3aXUCT Ha0yBa€e KPUTUYHOTO
3HAYEHHS JUIs IepXKaBH, CYCIIbLCTBA Ta KOKHOTO I'POMa/IsHUHA. 3 PO3BUTKOM LU(POBUX TEXHOJIOT1N
3pocTae pHU3UK KidepaTak, BUTOKY KOH(IACHUIMHMX MJaHUX, IH(OPMAIMHUX MaHIMYyJSAMINd 1
IIKI/UIMBOTO BIUIMBY Ha CYyCHiIbHY cBiomicte. Tomy mnwuraHHs iHpopMmamiiHOi Oe3mnekH,
KibepOesneku Ta Kibep3axucTy € BaXIMBUMHU CKJIAIOBUMH HAI[lOHAIBHOI O€3MeKH Y KpaiHHu.

CrTyneHTH MOBUHHI 3aCBOITH 3MICT Ta OCOONMBOCTI BHXIJHMX MOHSTH JaHOI HaBUYaJbHOI
JMCLUUILTIHN, SKUMH €: Kibepmpoctip, kiOepOesneka, kibep3axuct. Takox HEOOXiTHO 3HATH
CHIBBITHOIIICHHS TaKMX MOHSATH SK: HaIllOHAIbHA Oe3Meka, iHdopmarlriiina 6e3mneka Ta kidepoesneka.
OKpeMUM Ba)XJIMBHUM aCIEKTOM JAaHOI TEMH € PO3yMIHHs MiclLisi Ta pojii KiOep3aXUCTy y iCHYrouii
cucTeMi 0€3MeKH CyCNiJIbCTBA Ta IEP>KaBH.

IHumanns 0o 062060penns:

1. KiGepnpocTip: MOHATTS Ta OCOOIUBOCTI.

2. [loHATTA Ta CYTHICTh HalllOHAIBHOI O€3MeKn YKpaiHu.

3. Indopmariitna 6e3neka y cucTeMi HaIllOHATBHOI O€3MEeKH.
4. Kibepbe3neka: MOHATTS Ta 3MiCT.

5. IoHATTS «KiOep3axucTy».

3aeéoanna ona camocmiiunoi pooomu:
[TigroryiiTe npe3enranito Ha Temy «CITiBBiIHONICHHS HAIIOHAIBHOI Oe3neku, iHpopmaiitHo1
Oe3neku Ta KibepOe3meKny.

Iumanna ona camoKkoHmpono:

1. Jlatime e6u3HAUEHHS NOHAMMSL
Xapaxkmepucmuxu.
AKi 0CHOBHI KOMNOHeHmMU BKIIOYAE 8 cebe Kibepnpocmip?
Yum 6iopizusemuvcs kibepnpocmip 6i0 ingopmayitinoco npocmopy?
Haszsimw ocnoeni ocobrusocmi xkibepnpocmopy sk cepedosuuia o0CbKoi OisIbHOCHI.
AHx susnauaemovca nonamms "Hayionanvua 6e3nexa” 6 3axkonooaecmsi Yxpainu?
Haszeimwb ocnoeni 06'ekmu nayionanvroi 6esnexu Ykpainu.

7 AKumu HoOpMamueHo-nPagoBUMU AKMAMU Pe2yTI0I0MbC NUMAHHA HAYIOHATbHOI De3nexu
6 Ykpaini?

8. Haume suznauenns nonsmms "inghopmayiiina 6esnexa” ma posxpuiime ii cymuicmeo.

9. Axe micye 3aiimae ingpopmayitina be3nexka 6 cucmemi HayioHalbHOI be3neku Yxkpainu?

"kibepnpocmip" ma poskpuiime 1020 OCHOBHI

SNET I N

10.  Axi ocnoeni 3a60anns depicagroi norimuku y cgepi ingpopmayitinoi 6esnexu?

11.  AHrxum yunom inghopmayitina 6esnexa nog'sazana 3 iHWUMU CKIAO0BUMU HAYIOHATbHOL
be3nexu?

12.  Jatime susnayenns nonamms "kibepbesnexa" ma poskputime 11020 0CHOGHUL 3MICI.

13. Yum eidpisnacmoca nouamms "kibepoesnexa" 6i0 nowasmmsa "inghopmayiiina
beznexa'?

14.  Axi ocuoeni npunyunu 3abe3neuenHs KibepOe3neku GU3HAYEHI 3AKOHOO0ABCMBOM
Yrpainu?

15.  Maume eusnauenns nonamms "kibepzaxucm" ma oxapakmepu3sytime 1o2o 3micm.

16.  Ax posmesicosyromucs nonsamms "kibepoesnexka" ma "kibepsaxucm'?

17.  Aka ponv Oepycasnux opeamie y 3abesneuenui Kibepsaxucmy o06'€ekmie KpumuyHoi
inppacmpyxmypu?

Cnucoxk pekomenooeanoi nimepamypu:



1. 3akoH Ykpainu “Ilpo HanioHaneHy Oe3nexy Ykpainu”, Bix 21 yepBHs 2018 poky Ne
2469-VIII // BinomocTi BepxoBnoi Pagu. 2018. Ne 31. Cr. 241.

2. 3akon Ykpainm “IIpo ocHOBHI 3acamu 3a0e3meueHHs KiOepOesmeku Ykpainu”,
npuitHATHI 5 KOBTHS 2017 poky Ne 2163-VIII // Binomocti BepxosHoi Pagu. 2017. Ne 45. Cr. 403.

3. Konsenmis npo kibep3nounHHICTh: 3akoH Ykpainu Bixg 07.09.2005. // [EnekrpoHHuit
pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/994 575#Text

4. lonuapenko B. A. Jlo mpoGmemu BH3HAa4YeHHS Ta pPO3MEKYBaHHA AediHimii
"indopmarriiina 6e3neka" 1 "kibepoesneka". Anarimuuno-nopisnsaivHe npasosnascmeo. 2024. Ne5. C.
466-471. URL: https://doi.org/10.24144/2788-6018.2024.05.73

3. Jlynenko FO.B., Tapaciok A.B., Jlenncenko M.M. KibepOe3neka Ta iHpopmamniiiHa
Oe3neka: CriBBIAHOMICHHS MOHATh. fOpuouunuil naykosuii enexmponnutl sxcypuan. 2022. Ne8. C. 320-
323. URL: https://doi.org/10.32782/2524-0374/2022-8/70

6. Ceepmmik 3. KibepOesmexka Ta KiOep3axuCT: NHUTaHHSA TOPSJIKY JCHHOTO B

YKpalHCBKOMY CYCHIUIBCTBI. YKpaincovkuil scypHan 3 6ib1iomekosHascmea ma iHpopmayitiHux Hayx.
2022. Ne 10. C. 175-188. URL: https://doi.org/10.31866/2616-7654.10.2022.269495

7. Crpareris iHdopMmariiinoi 6e3nexku: Yka3 [Ipesunenra Ykpainu Big 28 rpyaus 2021
poky No 685/2021 «IIpo pimenns Panu HarioHansHOT 6e3meku 1 000poHN YKpaiHu Big 15 KOBT-HA
2021 pOKy «IIpo Crparterito iH(opmariiHoi Oe3meKn»y. URL:

https://zakon.rada.gov.ua/laws/show/685/2021#n14

CeMmiHapcbke 3aHATTS 2
TEMA 2: <ITIPABOBA OCHOBA I[EP?KABHOf MNOJIITUKU Y COEPI
KIBEPBE3IIEKHU YKPAIHW» (2 roa.)

Tema mpucBsYeHa KOMIUIEKCHOMY aHalli3y YMHHOTO HOPMAaTHBHO-IIPABOBOTO 3a0€3MEYCHHS
KkibepOesnekn YKpaiHM Ta OILiHII HOro BiJMOBIJHOCTI Cyd4acHHMM BHMKIMKaM. B yMoBax cTpimkoi
mudposizamii BCix chep KHUTTEASIIBHOCTI CyCHIIBCTBA Ta 3pOCTAIOUMX KiOep3arpo3, MUTaHHS
HOPMAaTHBHO-IIPAaBOBOTO 3abe3nedeHHs KiOepOe3rnmeku HaOyBa€ oOCOOJMBOTO 3HAYEHHS IS
HalioHanbHOT Oe3nekn Ykpainu. Kibeparaku Ha KpUTHUHY 1HQpAcTPyKTypy, iHPOpMaliiiHi cucTeMu
JiepKaBHUX OPTaHiB Ta MIPHUBATHOTO CEKTOPY CTAHOBJIATH PEAIbHY 3arpo3y HE JIUIIE JUTst EKOHOMIUHOT
CTabUIBHOCTI, aJIe ¥ JUIsl CYBEPEHITETY Ta TEPUTOPIAIBHOT IIUTICHOCTI JepKaBH.

3akoHoznaBya 0aza Ykpainu y cdepi kibepdesneku hopMyBaacs MOETAHO, BIINOBIIAI0YH
Ha HOB1 BUKJIMKH Ta 3arpo3u B Kibeprpoctopi. OcoOnMMBO iHTEHCUBHUM Iieii mporiec cTaB micns 2014
POKy, KOoMu YKpaiHa 3iTKHyjacs 3 Oe3npere/IecHTHUMH 3a MaciiTadoMm KibepaTtakamu Ha 00'€KTH
KpUTHYHOI iHGpacTpykTypH. HuHi mpaBoBe peryntoBaHHs KibepOe3neku B YKpaiHi IPyHTYEThCS Ha
CHCTEMi B3a€EMOIOB'A3aHUX HOPMATHBHO-TIPABOBHX AaKTiB, SIKI BHU3HAYalOTh 0a30Bi MPUHIHIIY,
MEXaHI3MH Ta IHCTUTYLIHHY CTPYKTYypy 3a0e3nedeHHs Oe3neKu B KioeprnpocTopi.

CTyneHTH NMOBHHHI O3HAHOMHTHCS 3 KIIOUYOBHMH 3aKOHOJABYMMH aKTaMH, CTPATEriYHUMHU
JOKyMeHTaMu y cdepi kibepOe3meku, NpoaHali3yBaTH IX B3a€EMO3B'SI30K Ta e(EKTUBHICTh
npakTHyHOi pearnizamii. OcoOauBy yBary moTpiOHO TPHIUIMTH HampsiMaM Ta 3acajiaM JIepKaBHOL
MOJIITUKY Y chepax HaIlOHATbHOT Oe3MeKku Ta KibepOe3neKy.

IHumannsn 0o 062080penusn:

1. CyyacHui#i cTaH HOPMaTHBHO-TIPABOBOTO 3a0e3MeueHHS KioepOe3neKH.

2. 3akoH Ykpainu «IIpo HanioHanbHY 6e3neKy YKpaiHuy.

3. Ctpareris HalioHaNbHOT Oe3neKkn YKpaiHH.

4. 3akon Ykpainu «IIpo ocHOBHI 3acanu 3a0e3nedeHHs KibepOesnekn YKpaiHmy.
5. Crpareris kibepOe3neku YKpaiHu.

3aeoanus 0na camocmiinoi pooomu:
[IpoananizyiiTe Ta MOpPiBHSINTE OCHOBHI HOPMAaTUBHO-TIPABOB1 aKTH Y KpaiHU, sIKI peryJIoi0Th
nuTaHHs iHpopManiiHoi Oe3neku, kibepoesneku Ta Kibepzaxucty (Hanpukian, 3akoH Ykpainu "I[1po


https://zakon.rada.gov.ua/laws/show/994_575#Text
https://doi.org/10.24144/2788-6018.2024.05.73
https://doi.org/10.32782/2524-0374/2022-8/70
https://doi.org/10.31866/2616-7654.10.2022.269495
https://zakon.rada.gov.ua/laws/show/685/2021#n14

OCHOBHI 3acaju 3a0e3neueHHs kibepoesneku Ykpainu', 3akon Ykpainu "[Ipo 3aXucT nepcoHanbHuUX
JaHux", a TAaKOK MDKHAPOJHI JJOKYMEHTH, SIKIIO €).

Ilumanns ons camokoHmponio:

1. Axi 3akoH00a8yi ma KoHyenmyanivhi akmu 6xoosmov 00 Ilepeniky doxymenmis, wo
peaynioms numaHnus Kibepbesnexu Yxpainu?

2. AHxi cmanoapmu 6xo0sme 00 Ilepeniky OOKyMeHmis, wjo pe2yiiioms NUMAHHS
Kibepbesnexku Yrkpainu?

3. AKki eanysesi Hopmamueni akmu 6xo00ams 00 llepeniky 00KyMeHmis, wo pezynorms
numanms Kibepoesnexu Ykpainu?

4. Axi npunyunu Oepoicagnoi nonimuxu y cgepax nHayionaiwnoi besnexu ma 060poHu
cghopmynvosani y 3axoni Yrpainu «llpo nayionanvhy desnexy Yxpainuy?

5. Hagedimb ocHnoeni npunyunu nianyeamua y cghepax HayioHanvHoi Oe3nexu ma
0boponu 8ionogiono 0o 3akony Ykpainu «llpo nayionanvuy 6esnexy Yrpainuy.

6. Axi ocnosni nonosicenns 3axkony Yxpainu «llpo nayionanvny 6esnexy Ykpainuy
cmocyromucs Kibepoesnexu?

7. Konu 3ameeposcena nosa Cmpamezis nayionanvHoi be3nexu Ykpainu nio Haseorw
«besnexa n0ounu — besnexka Kpainuy ma wo 6oHa usHavae?

8. Axi cmpameziuni nHanpsamu 3abe3neuenns kibepbesneku nepeobauac Cmpamezis
HayionanvHoi besnexku Yxpainu?

9. Axi npiopumemu HayioHanvbHux inmepecie euznauac Cmpameeisi HAYIOHATLHOL

besnexu Ykpainu 2020 poxy?

10.  Axi npunyunu ma mexanizmu 3axucmy Kibepnpocmopy eusnaueni 3akonom Ykpainu
«I1po ocnosui 3acadu 3abesneuenns Kibepoesneku Yrpainuy?

11.  Axi 0ookymenmu cmano81amMb Npasogy 0CHO8y 3abesneuenns Kibepbesnexku Ykpainu
3a 3axonom Ykpainu «IlIpo ocnoeni 3acadu 3abe3nevenns kibepbesneku Yxpainuy?

12.  Hxi ocnosHni 3a60anusn ma 3axoou nepeddbauae Cmpameezis Kibepbesnexu Yrpainu 6io
2021 poky?

13. Xmo € ocHosHumu cybO’ekmamu HAYiOHANbHOI cucmemu Kibepbesneku, wo
be3nocepednvo 30iticHioroms peanizayito Cmpamezii kibepoesnexu Yxpainu 6io 2021 poky?

14.  Axi 3aepo3u xibepbesneyi susznaueno ¢ Cmpameeii xibepbesnexku Ykpainu 6io 2021
PpOKy?

15.  Axi nepcnekxmusu ma euxiuxku cmosams neped Ykpainow y cghepi kibepbesnexu?

Cnucok pekomenoosanoi nimepamypu:
1. Koucruryuis Ykpaiuu : npuiinsra Ha m’sriii cecii BepxosHoi Pagu Ykpainu 28 uepHs
1996 p. Kuis : IIpeca Ykpainu, 1997. 80 c.

2. 3akon Ykpainu “IIpo Hamionanbny 6e3nexy Ykpainu”, Bix 21 yepBHs 2018 poky Ne
2469-VIII // Binomocti BepxoBHoi Pagu. 2018. Ne 31. Cr. 241.
3. 3akon Ykpainm “IIpo ocHOBHI 3acamu 3a0e3mneueHHs KiOepOesmeku Ykpainu”,

npuitasTuii 5 sxoBTHA 2017 poxy Ne 2163-VIII // Binomocti BepxoBroi Pagu. 2017. Ne 45. Cr. 403.

4. Va3 [Ipesunenta Ykpainu Bin 14 BepecHs 2020 poxy Ne392/2020 “IIpo Crparerito
HamioHanbHOT  Oesmekm  Ykpaimm”  //  [Enektponnuit  pecypc]. Pexum  mocrymy:
https://www.president.gov.ua/documents/3922020-35037 .

5. Va3 [pesunenta Ykpainu Bin 14 tpaBus 2021 poky Ne Ne447/2021 “IIpo Crpaterito

KibepOesnexu VYkpaiaun” /l [EnexTponHmit pecypc]. Pexum JOCTYTY:
https://www.president.gov.ua/documents/4472021-40013 .
6. KonBenmis npo ki6ep3iaounHHICTh: 3akoH Ykpainu Big 07.09.2005. // [EnexTponnuii

pecypc]. Pexxum noctyny: https://zakon.rada.gov.ua/laws/show/994 575#Text

Ceminapcbke 3ana1TH 3-4 _ )
TEMA 3: «<BUKJIMKHN TA 3ATI'PO3U HAINIOHAJIBHIN BE3IIEIl YKPAIHU Y
CO®EPI KIBEPBE3IIEKW» (4 roa.)


https://www.president.gov.ua/documents/3922020-35037
https://www.president.gov.ua/documents/4472021-40013
https://zakon.rada.gov.ua/laws/show/994_575#Text

CyuacHuil cBIT nenani Oinblue 3aleXdTh BiJX iHQOPMAIIMHMX TEXHOJOTIH, 10 pOOUTH
NUTaHHA Ki0epOe3neku HaA3BuYaiiHO akTyallbHUM. YKpaiHa, [K 1 6araTo IHIINX KpaiH, CTUKAETHCS 3
YHCJICHHUMH BUKIUKaMH y cdepl 3aXHUCTy HalllOHAJIBHUX 1HTEpeciB B iH(OpMaIIHHOMY MPOCTOPI.
[TocriiiHe 3pocTaHHs KiABKOCTI Kibeparak, pO3BHTOK KOMII IOTEPHOI 3J0YMHHOCTI Ta 3pOCTalya
3arpo3a KibepTepopu3My BUMAararoTh CHCTEMHOTO aHAIi3y Ta BUPOOJICHHS €()EeKTUBHUX MEXaHi3MiB
IPOTHU/III.

Tema mpucBsiueHa OCHOBHHMM 3arpo3aM HaI[lOHAIBHUM iHTepecam YkpaiHu y cdepax
iHopmariitnoi Oe3nexn Ta KibepOesmeku. [Ipu miATOTOBII A0 CEMIHAPCHKOTO 3aHATTS 3100yBadi
MOBUHHI MPOAHAJI3yBaTH T00abHI Ta HalllOHAJIbHI BUKIWKH B iH(QOpMaIliiiHii cdepi, BUBHAYUTH
KJIFOUOBI MOHSATTA Ta BUIM 3arpo3 y kibeprpoctopi. Okpemy yBary ciil OpUIUTUTH JOCITIKEHHIO
00’€KTiB, MO MOTPeOYIOTh OCOOIMBOTO 3aXHCTY, 30KpeMa 00’ €KTiB KpUTHYHOI iH(opMariifHoi
1HGPACTPYKTYpH Ta JepkKaBHUX 1HHOPMALIHHUX pecypcCiB.

[lpu ompauroBaHHI NUTAHHSA KiOEP3JTOUYMHHOCTI SIK CEpHO3HOI 3arpo3d Cy4acHOMY
CYCHIJIBCTBY MOTPIOHO MpOaHai3yBaTH OCHOBHI MOHATTS Ta O3HAKH KOMIT IOTEPHOI 3JI0YMHHOCTI, 110
BIJIPI3HSAIOTH KIOEP3JIOUMHY Bl TPAaJULIMHUX (GOPM MPOTUIIPABHOI TISUTBHOCTI, PO3TJISTHYTH BUJIOBY
XapaKTepUCTUKY KiOep3/0OuMHHOCTI Ta ii CcTpykTypy. IIpoTAroM ocTaHHIX pOKIB Hama KpaiHa
HEOJTHOPA30BO CTaBala OO0'€KTOM MacIHITa0HUX Ki0eparak, CHOpsMOBaHUX Ha JecTabimizalio
CYCHIUIBHO-TIONITHYHOI CUTYyallii, MOPYIIEHHS POOOTH IEp)KaBHUX yCTAaHOB Ta OO0'€KTIB KPUTHYHOI
iH@pacTpykTypu. OOroBOpeHHs IMX HHUTaHb JO3BOJHUTH Kpalle 3pO3yMITH MEXaHi3MH 3aXUCTy
iHpOpMaLITHOTO M[POCTOpY, a TaKoX BUPOOUTH eQEeKTHBHI CTparerii MNpOTUAIl CydacHUM
Kibep3arposam.

IHlumannsa 0o 062080pennsn:

I yacTuna

1. AKTyaJbHi 3arpo3u HanioOHAIBLHUM iHTepecaM Ykpainu y cdepi kidepoOe3nexkn.
1.1. 'moGanbHi BUKJIMKY Ta 3arpo3u iHdopMalliiHii Gesmeri.

1.2. HamioHasibH1 BUKJIMKHY Ta 3arpo3u iHdopmaliiiHii oe3merri.

2. IloHsATTS Ta BUAM 3arpo3 Oe3neli gep:xkaBu y Kidepnpocropi.

2.1. Buknuku 1y Ykpainu y cdepi kibepOe3nexH.

2.2. 3arpo3u kibepOe3meri YKpaiHu: MOHSATTS Ta BUIH.

2.3. YUnHHUKM Ta nepeayMoBH (popMyBaHHS 3arpo3 kidepoesrerri.

3. OcHOBHI 00’€KTH Ki0ep3axucTy YKpainm.

3.1. O6’extn KpuTH4HOT iH(PpaACTPYKTYypH.

3.2. O6’exTu KpuTUYHOT 1HPOPMAIIIITHOT IHPACTPYKTYPH.

3.3. lep>xaBHi iH(dopMalliiiHi pecypcH sik ocoOnuBHA 00'€KT Kibep3axucTy.

Il yactuna

1. Komn’roTepHa 31104MHHICTh (KiOEP3TOYNHHICTD): MMOHSATTS, O3HAKHU Ta TEHEHI[i1 pO3BUTKY.
2. JlerepMiHaHTH KiOEP3TOYMHHOCTI.

3. BunoBa xapakTepucTrka Kibep3I04MHHOCTI Ta ii CTPYKTypa.

4. Micue KiOep3JIOYMHHOCTI Y CTPYKTYP1 CUCTEMH 3JTIOYMHHOCTI, ii TOKa3HUKH.

5. CnocoOu 311iiCHEHHS KOMIT IOTEPHUX 3JI0YMHIB Y KibeprnpocTopi.

3aedanns 013 camocmiinoi pooomu:

3niicHITE aHai3 Cy4yacHHX KiOep3arpos, SKi MOXYTb CTaHOBUTH HeOE3NeKy Ui
HalioOHaNbHOI Oe3nexkn YKpainu. Po3risiHpTe OCHOBHI THNH Kibep3arpos (kKiOepaTaku, MIKiJIHBE
nporpamHe 3a0e3neueHHs, QIIUHT, IHCAWIEPChKI 3arp0o3n) 1 BU3HAYTE iXHIN BIJIUB HA CTpATETidH1
cdepu (eHepreTuka, TeleKoMyHikallii, piHaHCOBHM CEeKTOD).

[Tpoanamizyiite peanbHuil ab0 TIMOTETUYHHWHA KiOCPIHIIMACHT, MO CTaBCI B YKpaiHi
(mampukian, kibepaTaka Ha €HEPreTHYHY IHPPACTPYKTypy uu naepkaBHI opradu). OIiHITE HOTO
BIUTUB Ha HalllOHAIbHY Oe3meKky YKpaiHHM Ta MOXIWBI IOPUIMYHI HACHIAKH IS JEpXKaBU Ta
opraizailiii, ki MOCTpa)Iaju.



OuiHiTh TpaBOBI acmekTH KiOep3axucTy I1HPPACTPYKTYpPU KPUTUYHOTO 3HAUCHHS
(eHepreTrKa, BOJONOCTaYaHHS, TPAHCIIOPT), KA € BAKIUBOIO JJIA HAIlIOHAIBHOI Oe3MeKku YKpaiHu.
PosrnsapTe muTaHHS 3a0e3meueHHs 11 3aXUCTY Bij KiOep3arpos, BiANMOBIMAIBLHOCTI JCp)KaBH Ta
HNPUBATHUX KOMIIAHIMH.

Iumanns ona camokonmpointo:

1. AKi 0OCHOBHI npUdUHU 3pOCMARHS 3a2P03 8 IHGopMayitiHill cghepi Ha menepiwHil yac?

2. Ilpoananizyiime 2no6anvhi uKIUKU ma 3azpo3u ingopmayiunit desneyi Yxpaiuu,
susnayeni Cmpameziero inghopmayitinoi b6esnexu Yxpainu 6io 2021 p.

3. Posxkpuiime nayionanvui euxnuxu ma 3aepos3u ingopmayitiniv Oesneyi Ykpainu,
susnaueni Cmpameciero inghopmayitinoi besnexu Yxpainu 6io 2021 p..

4. Ha3zsimv npuuunu sunukHenHs HOBUX PU3UKIB | 3a2po3 Y Kibepnpocmopi.

5. IIpoananizyiime ocnogHi eukiuku 0ns Ykpainu y cgepi kibepbesnexu, eusHaueHi
Cmpameziero kibepbesnexu Yrpainu 6io 2021 p.

6. Posxkputime ocnosni 3acpo3u  xibepbesneyi Ykpainu, eusnaveni Cmpamezicio

Kibepoesnexu Ykpainu 6io 2021 p.

7. AKi nepedymosu ma yuHHUKU hopmyioms 3aepo3u Kibepbepbesneyi Ykpainu, susHaueHi
Cmpameciero kibepbesneku Ykpainu 6io 2021 p.?

8. Haszeimwb ocnosni 06’ exmu kibepbesneku, susnaveni 3axonom Ykpainu «Ilpo ocnosHi
3acaou 3abe3neuenns Kibepbesnexu Yrpainuy 6io 2017 p.

9. Haszsimv ocnosni 06’ exmu kibepsaxucmy, susnaueni 3axonom «IIpo ocnosHi 3acadu
3abe3neuenns Kibepoesnexu Yxpainuy 6io 2017 p.

10.  3a sakum npasosum  OOKYMEHMOM 8iOHOCAMbCA 00 ’ckmu 00  KPpUMUYHOT
ingppacmpykmypu — ma  30ilicnioemoca  gopmysanns  Peecmpy — 00’ckmie  kpumuunoi

inppacmpyxmypu?

11. Haszeimwv kpumepii, 3a sakumu gionocamuvcs 06’ ekmu 0o Kpumuunoi ingppacmpykmypu
8i0n06i0H0 00 3akony Yxpainu "lIpo ingppacmpyxkmypy” 6io 2021 p.
12.  Iosacuims, AKi 00’ekmu Kpumuunoi inppacmpykmypu npoms2om poKy nioisgearoms

8I0YYHCEHHIO 8IONO0BIOHO 00 3axony Vkpainu «Ilpo kpumuuny ingppacmpyxkmypy” 6io 2021 p.
13.  Hxi 06’exmu sionocamvcsi 00 06’ €kmie KpumuyHoi iHghpacmpykmypu 8iono8ioHo 0o
3axony Vxpainu «Illpo kpumuyny ingppacmpyxmypy” io 2021 p.

14.  IlosacHimb nopsaooK npogedeHHs He3ANeNHCHO20 ayoumy iHgopmayiliHoi be3neku Ha
00'ekmax kpumuunoi ingppacmpykmypu.
15. Ha koeo noxnadacmvcsi 6i0nogioanbHicms 3a 3a0e3neueHHs KiOep3axucmy

KOMYHIKQYIUHUX | MEeXHONI02IYHUX cucmem 00 ' €kmie Kpumuuroi inghpacmpykmypu?

16.  Koau ma kum 6y10 énepuie cpopmynbo8ano noHamms “Komn ' 1omepHa 3104UHHICMy
ma AKuM 0y10 1020 BUSHAYEHHSA?

17. Y yomy pisnamocs po3yminna komn '1omepHo2o 3104UHy 84eHUX BIMYUSHAHOL HAYKU?

18.  Jatime 6usHayeHHs NOHAMMIO KOMN TOMePHULL 3104UH 8I0N08I0HO 00 KpuminaibHo2o
Kooexcy Vkpainu.

19. 3 AKUM MepMIHOM OMOMONCHIOIOMb MEPMIH «KOMN IOMepHUL 3104UHy 8 YKpaini ma
sKe BusHauenHs 1o2o Oae 3axon Yxpainu «Ilpo ocHoeni 3acaou 3abesneuenns KibepOesnexu
Ykpainu» 6io 2017p.?

20.  Hazsimb O0CHOBHI Hanpamku OiNbHOCMI 0epa#casu  wooo 3abe3neyenHs il
iHGhopmayilinux iHmepecie i Oe3neku 8 KibepHemuyHil ma iHgopmayiuniu cgepax, aKi 6UHAYEHT y
Cmpameecii nayionanvnoi 6eznexu Ykpainu 2020 p.

21. Ilepeniuimv ocho6Hi OemepMiHaHmMU KIOep310UUHHOCII.
22. ke micye 3aiimac Kibep3nouuHHiCMy Y CMPYKMYypi cucmemu 3104UHHOCmi?

Cnucok pekomenoosanoi nimepamypu:

1. 3akon Yxkpainu «IIpo HamionansHy 0e3nexy Ykpainuny» // BimomocTi BepxoBHoi Paau
(BBP). 2018. Ne31. Cr. 241.

2. Va3 [Ipesunenta Ykpainu Big 14 Bepecus 2020 poky Ne329/2020 «IIpo Crpareriro
HallloHanbHOiI  Oe3meku  Ykpaimm»  //  [E;mektponnuit  pecypc]. Pexum  moctymy:

9



https://www.president.gov.ua.

3. Va3 IIpesunenta Ykpainu Bin 14 tpaBus 2021 poky Ned47/2021 «IIpo Crparerito
KibepOesneku Ykpaiam» / [EnexTponHMit pecypc]. Pexum JIOCTYIY:
https://www.president.gov.ua/documents/4472021-40013.

4. Vxa3 [Ipesunenra Ykpaian Bin 28 rpymas 2021 poky Ne685/2021 «IIpo crparerito

iHdOopMaIiiHOT Oe3neKmn» // [EnexTponnmit pecypc]. Pexum JOCTYIY:
https://www.president.gov.ua/documents/6852021-41069.
5. 3akon VYkpainm «IIpo ocHOBHI 3acaam 3a0esnedeHHs KibepOesnekun YKpaiHm».

3arBepkennit Ykazom Ilpesuaenta Ykpainu Big S sxoBTHSA 2017 poky Ne 2163-VIII // Bimomocti
Bepxosnoi Pagu (BBP). 2017. Ne 45. Cr. 403.

6. 3akon Ykpainu «IIpo xputuuny indpactpykrypy» Bia 16 mucromaga 2021 poky Ne
1882-IX. // [Enextponnuit pecypc]. Pexxum nocrymy: https://zakon.rada.gov.ua/laws/show/1882-
20#Text.

7.Yka3 Ilpesumenta Ykpainu «[Ipo Konneniiro 3a0e3nedeHHs HAIOHATBHOI CHCTEMHU
ctiiikocti» Bim 27 BepecHs 2021 poky Ned479/2021. // [Enextponnuii pecypc]. Pexxum moctymy:
https://zakon.rada.gov.ua/laws/show/n0065525-21#Text.

8.3akoH VYkpainum Bix 16.12.2020 Ne 1089-IX «IIpo enexTpoHHI KOMyHiKamii» //
[Enextponnuii pecypc]. Pexxum gocrymy: https://zakon.rada.gov.ua/laws/show/1089-20#n2246.

9.3akon Ykpainum Big 22 tpaBHs 2003 poxy Ne 851-IV «IIpo enekTpoHHI JOKYMEHTH Ta
€JIEKTPOHHU I JIOKYMEHTO00IT» // [EnexTponnuit pecypc] Pexum JOCTYIY:
https://zakon.rada.gov.ua/laws/show/851-15#Text .

10.  3akon Ykpainu Bix 21 ciuns 1994 poky Ne 3855-XII «IIpo nep>kaBHy TaEMHUITIO» //
[Enextponnuii pecypc]. Pexxum nocrymy: https://zakon.rada.gov.ua/laws/show/3855-12#Text.

11.  TIlocranoBa KM Vkpainu «/lesiki mutanHa 00’ €KTIB KPUTUYIHOI IHOPACTPYKTYPH» Bif
09.10.2020 Ne 1109. // [EnextponHMit pecypc]. Pexum JOCTYIY:
https://zakon.rada.gov.ua/laws/show/1109-2020-%D0%BF#Text.

12.  TopOynin B. I, Kaunncekuii A. b. 3acaau HanioHaapHOI Oe3MeKH YKpaiHu: MiApyIHHK
JUTISL CTYJl. BUIIMX HaB4Y. 3aKi. / [HCTUTYT mpobieM HarioHanbHOI Oe3neku. Kuis: [HTepTeXHOOTIA,
2009. 270 c.

13.  Bypsuok B.JIL. Indopmarriitaa ta xkibepOe3neka: COmiOTeXHIYHUN aCeKT MiapyIHUK /
[B. JI. Bypsiaok, b. Tomyokxo, B. O. Xopomxko, C. B. Tonrona]; 3a 3ar. pea. a-pa TeXH. HayK,
npodecopa b. TomyOka. Kuis : IVT, 2015. 288 c.

14.  Ilporuzis kiOep3mOYMHHOCTI B YKpaiHi: MpaBOBiI Ta OpraHi3alliifHi 3acaju: HaBY.
noci6. / [kon. aBTopiB: O. €. Kopuctin, B. M. byry3os, B. B. Bacunesuu Ta iH.; 3a 3ar. pea. B. B.
Kosanenka]. Kuis : Bua. aim “Ckid”, 2012. 728 c.

15.  Hwxuuk H.P., Curnuxk [I'Il., binoyc B.T. Hauionansna Oe3neka VYkpainu
(MeTOOMOT1UHI aCMeKTH, CTaH 1 TeHJeHIii po3BUTKY): HaBu. moci6. Ui BUIIUX HABY. 3aKiIajiB /
VYkpaincbka Akazemis aepx. ynpasiiHas npu [lpesunentosi Ykpainu; Akanemis qepx. MogaTKoBoOi
cnyx6u Ykpainu. Kuis : IIpeca Ykpainu, 2000. 304 c.

16.  HaykoBo-npaktuunuii komenrap Posmimy XVI KK Vkpainm “3nounam y cdepi
BUKOPHUCTaHHS €JIEKTPOHHO-OOUYUCIIIOBAIBHUX MAIINH (KOMIT IOTEPIiB), CUCTEM Ta KOMII FOTEPHHUX
MEpEekK 1 Mepex eneKTpo3B’sa3Ky” (crarti 362 - 363, BucHOBKH, cioBHHK) / [O.0. Knumuyk, P.B.
Makyxa, [I.C. MenbHuk; 3a 3ar. pea. O.0. Knumuyka]. Kuis : LleHTp HaBY.-HayK. Ta HayK.-TIPaKT.
HA CBY, 2014. 88 c.

17.  HaykoBo-mpakTH4yHUH KoMeHTap 3akoHy Ykpainu “IIpo ocHOBHI 3acamu
3a0e3nedeHHs KibepOe3neku Ykpainu”; cranoM Ha 01.01.2019 poxy / M.B. I'ymamiok Ta iH.; 3a pes.
M.B. I'pe6entoka. KuiB: Hamionanbna akagemist mpokypatypu Ykpaiau, 2019. 220 c.

18.  Menbauk JI. C. KoMmm’roTepHi 37104MHM: MpoOieMH BHAUIEHHS Ta KBasidikarii.
Miscuapoonuii naykosuul scypuan «lumepuayka». Kuis, 2021, sun. 4 (104), C. 59-62. URL:
https//doi.org/10.25313/2520-2057-2021-4-7055.

19. Menpnuk JI. C. 3axucT HalioOHaJbHOI KpUTHYHOI iH(OpMaliiiHOi 1H(pacTpyKTypu:
aKTyanpHI mpoOjemMu Ta IIISXH BUPIMICHHS. «AJMiHicmpamugHe npaso i npoyec»: HAYKOBO-
npaktuunuil xxypHai. Kuis, 2022. Ne3(38)/2022. C. 5-16.

20. ba6anin C. B. Kibep3nouunHnicte. Bicnux Acoyiayii kpuminaivHozo npaeéa YKpainu.

10



https://www.president.gov.ua/
https://www.president.gov.ua/documents/4472021-40013
https://www.president.gov.ua/documents/6852021-41069
https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/1882-20#Text
https://zakon.rada.gov.ua/laws/show/n0065525-21#Text
https://zakon.rada.gov.ua/laws/show/1089-20#n2246
https://zakon.rada.gov.ua/laws/show/851-15#Text
https://zakon.rada.gov.ua/laws/show/3855-12#Text
https://zakon.rada.gov.ua/laws/show/1109-2020-%D0%BF#Text

2016. T. 1, Ne 5. C. 468-470. URL: http://vakp.nlu.edu.ua/article/view/173523

21. Pycempkuit A. A., KymomaOcekmit JI. A. Teoperuxo-npaBoBHil aHaji3 TOHATH
«kibep3nounH» 1 «Kibep3nouuHHICTHY. [lpaso i Oesnexa. 2017. Ne 1 (64). C. 74-78. URL:
file:///C:/Users/Admin/Downloads/Pib_2017_1_15.pdf

22. BacunbkoBcbkuid I. I. TlOHATTS «KiOEp3IOYMHHICTEY Ta «KiOEP3IOUYMHW»:CTAaH Ta
CHiBBITHOMEHHS. MidcHapoOHull IOpUOUYHUL BICHUK. AKMYAlbHI NPpoOIeMu cyuacHocmi (meopis ma
npakmuxa). 2018. Bumn. 1-2 (10-11). C. 276-282.

23.  Oprasi3aniiHo-NpaBoBi Ta TAKTUYHI OCHOBHU MPOTHIIT 37I0YMHHOCTI y Chepi BUCOKHX
iH(OpMaIIHUX TEXHOJIOTIH : HaB4. moci0. / [byTy3oB B. M., I'aBnoBcrkmii B. /1., Ckanosy6 JI. I1. ta
iH.; 3a pexa. €. 1. Cxynuma]. Kuis, 2011. 404 c.

24.  3nouunnH y chepi BAKOPUCTAHHSI KOMIT IOTEPHOI TEXHIKH: HaBY. 1oci0. / KapueBchkuit
B. M. Kuig, 2010. 168 c.

CemiHnapcbke 3aHATTH 5
TEMA 4: «<KKIBEPTEPOPU3M Y CYYACHOMY CBITI: IOHATTSA, BUJIU TA
HIJISIXWA MTPOTUITI» (2 rox.)

VY XXI cTomiTTi K16€pIpOCTIp CTaB HEBLJ'€MHOIO YACTUHOIO JKUTTS CYCHUIbCTBA, AEPKABHOTO
yopaBimiHHS Ta (YHKIIOHYBaHHS KpUTHYHOI iH(GpacTpykTypu. OmHAK pa3oM i3 PO3BHTKOM
iH(OpMaLIITHUX TeXHOJIOT1H 3'IBUIIHCS HOB1 (POPMU MIPOTUIIPABHOI JTISUTBHOCTI, CEpE]] AKX 0COOTUBE
micue nocigae kideprepopusm. Kibeparakn Ha 00'€kTH KpUTHUHOI iHPPACTPYKTYpH, (iHAHCOBI
YCTaHOBH, JeprKaBHI 1H(OpMaIliHI CUCTEMH MOXYTh MPU3BECTH A0 KaTAaCTPO(IUHMX HACHIIKIB,
OPUPIBHSHUX IO HACTIAKIB BiJ] BAMHEHHS TEPOPUZMY.

[Tpu migroTOBII O CEMIHAPCHKOTO 3aHSATTA HEOOXITHO PO3TISHYTH KIIIOYOBI ACMEKTH
Ki0epTepopu3My, MOYMHAIOUM BiJ ICTOPIi HOr0 BHUHUKHEHHS 1O Cy4YaCHUX MEXaHI3MIB MpPOTHLI,
IPOCTEXHUTU E€BOJIIOLII0 KOMII'FOTEPHOTO TEPOPU3MY BiJ| HEPHIMX XAaKEPCbKUX aTak IO HOBITHIX
BUCOKOOPTaHI30BaHUX OIlepaliid, 1m0 3JIICHIOIOTHCS TEPOPUCTUUYHUMH OpraHi3allisiMH Ta HaBiTh
OKPEMHMHU JEpiKaBaMH.

OcoOnuBy yBary ciifi OpUAUTATA TOHATIHHOMY amapary, a came: 3HaTH 3MICT TOHSTh
«kibeprepopuszm», «kibeparakay, «ki0ep-TepOPUCTUYHHUM aKT» TOLO. 3HATU BUAU KibepTepopusmy
Ta HOro CIHIBBIIHOWIECHHS 3 TEPOPU3MOM. PO3IISHYTH IOpUIMYHUEN CKJIax IAQHOTO 3JI0YMHY, IO
JIO3BOJIMTH 3pO3YMITH, sIKi caMe il MmianagaroTh I IpaBOBE BHU3HAUYEHHsS KiOepTepopu3My Ta sKi
eNIEMEHTH TOBUHHI OyTM HAsBHUMH JUId KBadi(ikamii TisHHSA sSK KiOepTepOpUCTHYHOIO akKTy.
HeoOximHO mpoaHamizyBaTd MIKHAPOJHO-MIPABOBUN JOCBII MTPOTHAII KiOepTepopusMy, IO
JI03BOJIUTH C(OPMYBaTH KOMIUIEKCHE YSBIIEHHS MPO LUIAXU 3arno0iraHHs KiOepTepOpUCTUYHUM
3arpo3am y MailOyTHbOMY.

Ilumanns 0o 062060penns:

1. ®enomeH «KibepTepopu3My» Ta iCTOPisl HOrO BUHUKHEHHS.

2. KibepTrepopusm: MOHITTS Ta O3HAKHU.

3. OcHoBHI (hopMu KibepTEepOpHU3MY.

4. CniBBIHOIIIEHHS MTOHATH «KIOEPTEPOPHU3M» Ta «TEPOPU3M» (CIIJILHE Ta BiIMIHHE).
5. FOpunnunwmii cknag Kibeprepopusmy.

6. Mi>kHapOTHO-TIPABOBHI JOCBI 3a00iraHHs Ta MPOTHIT KibepTepopu3My.

3asoannn ona camocmiitnoi pooomu:

3niiicHITE aHami3 TMOHATTS KiOepTepopu3My B KOHTEKCTI CydacHOi NHpaBOBOi Teopii Ta
OPaKTUKH. SIK 1€ TIOHATTS BU3HAYAEThCA B MIKHAPOJHOMY IpaBl 1 HalllOHAIbHOMY 3aKOHOJABCTBI
VYkpainu? Po3rinsHbTe OCHOBHI XapaKTEPUCTHKHU KiOepTepopHU3My.

HocnimkeHHs BUIIB KibepTepopu3My Ta iX BIUIMB Ha JepxkaBHYy Oesmeky. PosrisHbre Taki
dbopmu kibepTepopusMy, K KiOepaTraku Ha 1HQPACTPYKTypy KPUTUYHOTO 3HAUEHHS, MOLIUPEHHS
npornaraiay Ta ae3indopmaiii uepes [HTepHeT, KibepHanaau Ha Iep>KaBHI OpraHy BIIaIH.
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JocnipkeHHsT MDKHApOJHHX 3yCHIIb Yy OopoThOi 3 KibepTepopu3MoM, 30Kpema depes
Opranizamnito O6'eqnanux Hamiit (OOH), €Bpomneiichkuii Coro3 Ta 1HII MbKHApOIHI opraHizamii. Sk
MDKHApOJIHI TPaBOBI MEXaHI3MHU MOXKYTh OYTH BUKOPHUCTaHI JUIsl TPOTUIIT KibepTepopusmy?

[IpoananizyiiTe HaIlilOHAJTbHE 3aKOHOIABCTBO YKpaiHU MI0J0 OOpOTHOU 3 KiOEpTEpOPH3MOM.
Sk Ykpaina pearye Ha KibepTepopHu3M Ha piBHI JIepKaBHUX OpPTraHiB, MPABO3aXUCHUX CTPYKTYp Ta
MDKHapoIHO1 cmiBmpani? SIKi KpOKHM MOXKHA 3pOOUTH ISl TIOCUIICHHS 3aKOHOJaBYOi Ta MPAKTHYHO1
60poTh0H 3 KibepTepopu3MoM?

IHumanns ona camokonmponro:

1. Konu enepuie 3'asuscs mepmin "kibepmepopusm'?

2. Axi icmopuuni nepedymosu GUHUKHEHHS Kibepmepopuzmy?

3. Ha3zsimo xntouosi emanu esonioyii kibepmepopusmy.

4. AK 6naunys po3sumox iHmepHem-mexHoio02ill Ha mpaucgopmayiio Kibepmepopuzmy?

5. Hatime eusnauenns nonamms "kibepmepopusm”.

6. AKi ocHO6HI 03HaKU Kibepmepopusmy 00380J510Mb BIOMENCYBAMU 11020 810 THUUX
61016 Kibep3104UHig?

7. Axi cyd'ekmueni ma 00'exkmusHi o3naxu Kibepmepopuzmy?

8. Y yomy nonseae cycninona nebesnexa kibepmepopusmy nopieHAHO 3 IHUWUMU BUOAMU
Kibep3nouuHHocmi?

9. Ilepeniuimos ocHogui popmu Kibepmepopusmy.

10. ki cninbni pucu maioms Kibepmepopusm i mpaouyitinuil mepopusm?

11. Haszsimv knrouosi 8iominnocmi midic Kibepmepopuzmom i mpaouyiiHum mepopuzmom.

12, Hxi enemenmu 6xo0samuv 00 06'ekmusHoi cmoponu Kibepmepopusmy?

13.  Jaume xapaxmepucmuxy cy6'ekmy Kibepmepopusmy.

14. Y yomy nonseae cyb'ekmusna cmopona kibepmepopuzmy?

15. AKI 0CHOBHI MIJCHAPOOHT HOPMAMUBHO-NPABOBI AKMU Pe2YNI0I0Mb NUMAHHS NPOMUOLL
Kibepmepopusmy?

16. Hazsimv  midicnhapooni  opeawnizayii,  wo  3aumaiomvcsi — 60pomvOOI0 3
Kibepmepopusmom.

17. AKi € nepcnekmusHi HanpsamMu MidCHaApPOOHO20 CRiBpOOIMHUYMBA y chepi bopomvou 3
Kibepmepopusmom?

Cnucoxk pekomenooeanoi nimepamypu:

l. 3akon VYkpainm «IIpo ocHOBHI 3acaam 3abesnedeHHs KibepOesneku YKpaiHm».
3arBepkennit Ykazom Ilpesunenta Ykpainu Big S sxoBTHS 2017 poky Ne 2163-VIII // Bimomocti
Bepxosnoi Pagu (BBP). 2017. Ne 45. Cr. 403.

2. 3akon Ykpainu «IIpo 6opots0y 3 Tepopusmom» Bix 20 Gepesnst 2003 poky Ne 638-1V. //
[EnexTponnuii pecypc]. Pexxum nocryny: https://zakon.rada.gov.ua/laws/show/638-15#Text.

3. 3akoH Ykpainu «IIpo HamionanbHy Oe3neky Ykpainu» // Binomocti BepxoBHoi Pagu
(BBP). 2018. Ne31. Cr. 241.

4. Va3 IIpe3unenta Ykpainu Bia 14 BepecHs 2020 poxy Ne329/2020 «IIpo Crparerito
HallioHaNbHOI  Oe3meku  Ykpaimm»  //  [Enmektponnmii  pecypc]. Pexum  gocrymy:
https://www.president.gov.ua.

5. Va3 IIpesunenta Ykpainu Bin 14 tpaBus 2021 poky Ned47/2021 «IIpo Crparerito

KkibepOe3neku Ykpainu» /1 [EnexTponHuit pecypc]. Pexum JOCTYILY:
https://www.president.gov.ua/documents/4472021-40013.
6. HayxoBo-npaktnunuii komeHTap 3akoHy Ykpainu “IIpo ocHOBHI 3acamau

3abe3neueHHs kidbepoe3neku Ykpainu™; cranoM Ha 01.01.2019 poky / M.B. I'ynantok ta iH.; 3a pe.
M.B. I'peGenroka. Kuis: HamionanbHa akagemis npokyparypu Ykpainu, 2019. 220 c.

7. OpranizaniiiHo-IpaBoBi Ta TAKTUYHI OCHOBU MPOTU/IIT 3TIOUMHHOCTI Y chepl BUCOKUX
iHpOpMaIITHUX TEXHOJIOTIH : HaB4. 1oci0. / [byTy3oB B. M., I'aBnoBcekuii B. /1., Ckanosy6 JI. I1. ta
in.; 3a pen. €. J1. Ckynuma). Kuis, 2011. 404 c.

8. binan I. A. KiGeprepopusm: iHpopmamniliHo-1ipaBoBuil acniekT. [Hpopmartist i mpago.
2023. Ne 4(47) C. 64-71. DOI: https://doi.org/10.37750/2616-6798.2023.4(47).291584 Pexum
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nocryny: http://il.ippi.org.ua/article/view/291584

9. I'natiok C. KiGeprepopusm: icTOpisi pO3BUTKY, CydacH! TEHJAEHLI] Ta KOHTP3aXOdH.
besneka indopmarii. 2013. Ne 2. C. 118-129.

10.  KotmspoB B. Kibeprepopusm sik 3arpo3a MikHaponHii Oesmeri. HaykoBi mparri

MixperionanpHoi Akanemii ynpaBiiHHs rnepcoHaioM. [lomiTHyHI HayKu Ta IMyOJiYHEe YIpaBIiHHS.
2023. Bumyck 5 (71). C. 46-54.

11.  TasBa C. K., I'onoBko C. I'. CyuyacHuii kibepTepopusM SIK 3arpo3a HallioHaJIbHIiH
oesmeni. HarionanpHmii aBianianii yaiepcutet. 2023. Ct. 54-56.
12. 3inuenko O. [. €Bpormeiicbka perioHalibHa cHCTeMa TPOTUIII KiOepTepopusmy:

HOJNITHYHI, IHCTUTYWIHHI Ta TpaBoBl MexaHi3MU. BicHMK XapKiBCbKOrO HAI[lOHAIBHOTO
yuiBepcutety imeni B.H. Kapasina. Cepis «[Iutanns nomitosnorii». Bum. 39.2021. C. 118-122. URL:
https://periodicals.karazin.ua/politology/article/view/17813

13.  Pynwos I. CniBBinHOIIEHHS KibepTepopu3my Ta Kibepsnounny. FOpuauuHuil BiCHUK.
2021. Ne 3. C. 178-185. URL: https://dspace.onua.edu.ua/items/f7f84fc6-620d-4{9c-aebb-
dcd46b208485

14. Conway Maura. Cyberterrorism: the story so far. Journal of Information Warfare.
2003. Vol. 2. No. 2. P. 33-42.

15. Lee Jarvis, Stuart Macdonald. What Is Cyberterrorism? Findings From a Survey of
Researchers. Terrorism and Political Violence. 2015. Volume 27. Isuue 4. P. 657-678. URL:
https://sci-hub.se/10.1080/09546553.2013.847827

16. Stuart Macdonald, Lee Jarvis, Simon M. Lavis. Cyberterrorism Today? Findings
From a Follow-on Survey of Researchers. Studies in Conflict & Terrorism. 2019. Volume 5. Issue 8.
P. 727-752. URL.: https://sci-hub.se/10.1080/1057610X.2019.1696444

Ceminapcbke 3aHATTS 6-7
TEMA 5: «OPTAHIBAIINMHO-ITPABOBI 3ACA/IN 3ABE3ITEYEHHA
KIBEPBE3IIEKU YKPAIHN» (4 roa.)

BuBueHHs qaHOi TeMH Mae Ha METI PO3KPUTTS KOHLENTYaJIbHUX 3acaj] Aep>KaBHOI MONITUKU
y cdepi kibepOe3neku, aHali3 OCHOBHUX TPUHIMIIB Ta 3aBJaHb HAI[IOHAJTBHOI CHUCTEMU
KibepOes3mnekn, a TaKoXK O3HAHOMJICHHS 3 CYYaCHHMH MDKHAPOJHUMH CTaHAAPTaMH Oe3MeKH
iHbOpMAaIITHUX CHCTEM.

[Tpu miaroToBui 10 ceMiHAPCHKOTO 3aHATTS HEOOXITHO MPOaHAi3yBaTH JAepKaBHY MOJITUKY
KibepOesnekn, (yHKIIOHYBaHHS  OpraHi3alliiHO-TEXHIYHOI Mojemi  Kibep3axucry, HoOro
OprafizaiiiHoO-Kepydy Ta TeXHIUHY IHPPACTPYKTYPH, PO3TISIHYTH CTPYKTYPY, PYHKIIT, 3aBIaHHS
Ta MPUHLUIN HAIIOHAJBHOI cucTeMu Kibepoesneku. OcoOauBy yBary CiiJl IPUAUTUTH MiAX0AaM J0
3abe3neyeHHs Oe3neku iH(oOpMaIiiHUX CHCTeM BIANOBITHO J0 MDKHApPOAHMX craHnapriB ISO Ta
MUTAHHSAM IHTErpamii YKpaiHu 10 MDKHAPOIHO-TIPABOBOTO PETYIIIOBAHHS KiOEPIIPOCTOPY.

Ha crorogni B Ykpaini ¢yHkuionye HamionampHa cuctema kibepOesmneku, mo 06 ’eaHye
Jiep KaBH1 OpraHy, IPUBATHUH CEKTOP 1 IPOMAJIChKi OpraHi3ariii, ki pa3oM MpaIoTh HaJ 3aXHCTOM
iHpopMariiiHux pecypciB Kpainu. HeoOxigHo mpoaHamizyBaTu AisUIbHICTH JlepikaBHOI ciyxOu
CHeIiaTbHOTO 3B'SI3KYy Ta 3axXucTy iHopmailii Ykpainu, HamioHaapHOTO KOOPAWHAIIHOTO EHTPY
kibep6esnexu npu PHBO, Kibepnomniuii, MinicrepctBa o6oponu Ykpainu ta ['eHepanbHOro mrady
3CY, HamionanmpHoro OaHky YKpaiHU sK ACpKaBHUX CyO’€KTiB 3a0e3NedcHHS KiOepOesnmeku
VYkpainu. BaximBo MOCHIIUTH pPOJb PO3BIAYBAIBLHUX OpraHiB y MpoTHAil Kibep3arposawm,
3abe3neyeHH] KiOEpKOHTPPO3BIIKM Ta 3aXMCTI JAEpKaBHUX pecypciB Bia arak. Takox ciia
PO3TIIIHYTH, K MPHUBATHUH CEKTOp CIpHs€ MIABUIICHHIO KiOep3axucty YKpainu, siki ¢Gopmu
JIep’KaBHO-IIPUBATHOTO MAapTHEPCTBA ICHYIOTh Yy L cdepi.

IHlumanns 0o o6206opennsn:

I yacTuna:
1. Jlep>xaBHa momiTHKa KibepoOesneku YKpaiHu.
2. HamionanpHa cucteMa Kibepoesrnekun YKpaiHu.
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2.1. ®yHKIii Ta 3aBJaHHS HAlllOHAJILHOI CUCTEMH KiOepOe3meKH.

2.2. IlpyHIMIN HalllOHATBHOI CUCTEMH KiOepOe3neKu.

3. CyuacHi 3axoau 3a0e3nedeHHs1 Oe3neku iH(opMaIliiHUX CHUCTeM Ha 0a3i MKHApOIHUX
cragaapris [1SO.

4. InTerpauist Ykpainu 10 MI>KHApOJIHO-TIPABOBOT'O PEryJIIOBaHHS KiOeprpocTopy.

II yacTuna:

1. JlepxaBHi cy0’ exTr 3a0e3neueHHs KibepOesnekn YKpaiHnu.

1.1. JlepxaBHa cimy»k0a CremianbHOTO 3B'sI3Ky Ta 3aXUCTy iHpOopMaIlii YKpaiHu.
1.2. HanioHanbHUI KOOpAMHaLIHHUE 1IeHTp KibepOesneku npu PHEO.

1.3. HanionansHa nominist Ykpaiau (Kidepmodmitis).

1.4. MinicrepctBo o0oponu Ykpainu Ta ['enepanbuuii mrad 3CY.

1.5. HauionanbHuil 6aHK YKpaiHu.

2. Ponb po3BigyBalibHUX OpraHiB y 3a0e3nedeHHi KibepOe3neku YKpaiHu.

3. [lpuBatHuil cexTop sk cy0’eKT 3a0e3neueHHs KidepOesneku YKpaiHu.

3asoanns ona camocmiinoi pooomu:

Po3po06iTh OCHOBHI MOJIOKEHHS IMOJITUKU KiOepOe3neku Uil AepKaBHUX OpraHiB YKpaiHH,
crpsiMOBaHOi Ha 3a0e3NedeHHsl HalloHanbHOI Oe3neku. BusHaute ponp topucra B po3poOui Ta
BIIPOBAKEHH1 TaKO1 OJITUKH.

Ouinith ponbk MibkHApOAHUX opraxizamnii (Hampukian, €C, OOH, HATO) y 3a6e3nedeHHi
kibepOesnekn Ykpainu. SIk MixkHApOH1 3000B'13aHHS MOXKYTh CIPHUATH MiABUIICHHIO HAIlIOHATBHOT
Oesnekn B kibeprnpoctopi? Po3risHbTe OpUAMYHI aCEKTH CHIBIpali YKpaiHU 3 MIXHAPOJHUMU
oprasizauisiMu B 11iif cepi.

[IpoananizyiiTe opranizaiiiHy CTpyKTypy 3abe3medeHHs KibepOesmeku B YKpaiHi.
Po3rnsHbTe posb JepkaBHUX OpPraHiB, TakuX K JlepxaBHa ciryk0a CreLialbHOTO 3B'SI3KY Ta 3aXUCTY
iHopmanii Ykpainu, HamionanpHuit KoopAMHAIIHIA 1IEHTp KiOepOe3neKkH, a TAKOXK 1HIIUX OpTraHiB
y cdepi 3a0e3neueHHs Kibep3axucry.

[IpoananizyiiTe MeXaHi3MH B3a€MO/IIi JEpKABHUX OPraHiB 1 MPUBATHUX KOMMaHIN y cdepi
KibepOesneku. Sk opranu Biaaud KOOPAMHYIOTH CBOIO MISJIBHICTH 13 NMPUBAaTHUM CEKTOPOM IS
3abe3nedyeHHs HalioHanbHOI KiOepOesneku? SIki mpaBOBI I1HCTPYMEHTH 3aCTOCOBYIOTHCS IS
criBmpari?

Humannsa ona camokonmponio:

1. AKi ocHo8HI Hanpamu OepaicadHoi noaimuku Kibepoesnexku Ykpainu?

2. AKi HopmamusHo-npagosi akmu peynoioms Kibepbesneky 6 Yrkpaini?

3. Axi cmpamez2iyni 0oKyMenmu 8U3Ha4aoms noaimuxy Kibepoesnexu Yxpainu?

4. Ak peanizyemuvcs Oepoicagna norimuxa y cgepi Kibepbesneku Ha pieHi 0epiHcABHUX
opeanig?

5. Y womy nonsearoms 3a60anns nayionanvroi cucmemu Kibepoesnexu Yrpainu?

6. AKi  npunyunu nNOKIA0eHO 8 OCHO8Y (DYHKYIOHY8AHHA HAYIOHANbHOI cucmemu
Kibepbesnexu?

7. Y womy nonseae npunyun koopounayii ma cnienpayi é cghepi kibepbesnexku?

8. Axi midcnapooni  cmandapmu  ISO  suxopucmogyromvcsi 01 3a0e3neueHHs.
KibepbOesnexu?

9. Axi nepesaeu mae 3acmocysanusn cmanoapmy ISO/IEC 27001 y cghepi ingpopmayitinoi
be3nexu?

10.  AHx cmanoapmu ISO Oonomazaiomv nionpuemMcmeam ma O0epiHCABHUM YCMAHOB8AM
3axuwamu ingpopmayitini cucmemu?

11.  Axi mixcnapooni opeanizayii 3atimaromscs pe2yioeantim Kibepnpocmopy?

12.  Ax Vkpaina cnienpayroe 3 HATO ma €C y cghepi xibepbeznexu?

13.  AHxi yeoou ma docosopu nionucana Ykpaina y medxncax MidcHapooH020 pe2ynio8ants
Kibepnpocmopy?

14. Y yomy nonsieae snauenusn byoanewmcvkoi koneenyii ona Ykpainu?
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15.  Poskputime 3a2anvHy cmpykmypy cucmemu cyb'exmis 3abe3neuenns Kibepbesneku
Ykpainu.

16.  Axi noenosasicennss mae Jepocasna cuyxcoa cneyiaibHo2o 38'a3Ky ma 3aXUCmy
iHghopmayii’ Vrpainu y cgpepi kibepbesnexu?

17.  AHxy ponv eidiecpac CERT-UA 6 cucmemi 3abesneyenns KibepOesneku ma sK GiH
83aeM00i€ 3 IHwWUMU cyo'ekmamu?

18.  Axi3aedanns noxknadeni na Hayionanohutl koopounayitinuii yeump xibepoesnexu?

19. Axi ocnosHi 3a60anus ma nognogaxcenus [lenapmamenmy xioepnoniyii Hayionanvnoi
noniyii Yxpainu?

20. Oxapaxmepu3yiime OCHOGHI Hanpamu npomuodii Kibep3niouuHHoCmi, AKi 30IlUCHIOE
Kibepnoniyis.

21.  Hxi nosuosasdicenns mae Cuymxcoa Oesneku Ykpainu y ceepi 3abes3neyenHs
Kibepbe3nexu oepoicasu?

22.  Poskpuiime porv CBY y 3axucmi Oepacasnux inpopmayitinux pecypcie ma KpumuiHoi
iHhopmayitinoi inghpacmpykmypu.

23.  Hxi 3ae0auns nokiaoeno Ha Minicmepcmeo oboponu Ykpainu ma I enepanvrutl

wmab 3CY y cghepi kibepbesnexu?

24.  Hxi noenosaxcenns mac Hayionanvnuii 6anx Ykpainu sk cy6'ekm 3abe3neuenmus
KibepbOesnexu?

25.  Aki possioysanvhi opeanu Ykpainu 6epyms yuacms y 3a0e3neyenti Kibepoesnexu?

26.  Axi ocnosni ¢yukyii suxonye Cuyscoa 306niunboi possioku Yrpainu (C3P) y cgepi
KibepoOe3nexu?

27. Ak Ionosne ynpaeninus posgioxu Minicmepcmea oboponu Yxpainu (I'VP MO)
3abe3neyye Kibepaxucm ilicbko8oi cghepu?

28. Yomy npusamuuii cekmop 8idiepae 6ajdciusy poiv y 3abesneuenui KibepOesnexu
Ykpainu?

29.  Aki ocHOBHI 3ax00U Kibep3axucmy 6npo8aodiCyOmbCs NPUSAMHUMU KOMAAHIAMU?

30.  Axi ¢opmu OepoicasHo-npusamnoco napmuHepcmed  UKOPUCIOBYVIOMbC O
nioguwenHs Kiobepsaxucmy?

Cnucok pekomenooeanoi nimepamypu:

1. VYka3 [Ipesunenra Ykpainu Bix 14 Bepecust 2020 poky Ne329/2020 «ITpo Crparerito
HalioHanbHOI  Oe3meku  Ykpaimm»  //  [Enmextponnuit  pecypc]. Pexxum  mocrtymy:
https://www.president.gov.ua.

2. Vka3 Ilpesunenta Ykpainu Big 14 tpaBHs 2021 poky Ned47/2021 «IIpo Crparerito
KibepOesneku Ykpainu» // [EnexTponnuit pecypc]. Pexum JOCTYIyY:
https://www.president.gov.ua/documents/4472021-40013.

3. [TocranoBa KabGinery MinicTpiB Ykpaiau Big 19 uepBusa 2019 poky Ne518 “TIpo
3aTBEP/KEHHS 3arajlbHUX BHUMOT J0 KiOep3axucty o00’€KTiB KpUTU4YHOI iH(pacTpykrypu” //
[Enextponnuii  pecypc]. Pexum  goctymy:  https://zakon.rada.gov.ua/laws/show/518-2019-
%D0%BF#Text

4. 3akon Ykpainu Bing 5 nmunHs 1994 poky Ne 80/94-BP “Ilpo 3axuct indopmanii B
iHpopMariiiHo-TenekoMyHikainaux cuctemax”’ // [EnektponHmii pecypc]. Pexum pocrymy:
https://zakon.rada.gov.ua/laws/show/80/94-%D0%B2%D1%80#Text

5. I'ynamoxk M. HampsiMu mocuiieHHST MiKHapOJHOTO CHIBPOOITHHITBA Yy cdepi
60poTrOHU 3 Kibep3nounHHICTIO // [HDOpMaris 1 mpaBo. Ne 4(39)/2021. C. 141-147.

6. [IpaBoBa 6a3a ykpaiHchkoi KiOepOe3NeKku: 3arajibHui orisia 1 aHamiz. MixkHapoaHa
dbynmamis Bubopunx cucrem B Ykpaini. 2019. 35 c.

7. Mapymak A. 1. Meroau mpaBOBOro peryitoBaHHs Oe3leku 0coOu, CyCHilbCTBa,
nepkaBu B iH(popmatiitHii chepi. // Bicnuk HarionanbHoi akagemii mpaBoBux Hayk Ykpainu. 2019.
Ne 3. C. 75-89.

8. Mapymiak A. I. MixkHapoHe CHiBpOOITHULTBO y GOpOTHOI 3 TPAaHCHALIOHATIBHOIO
kibep3nounHHicTIO. // [Hpopmaris i mpaso. 2018. Ne 3.C. 104-110.

0. HupextuBa €Bponeiicekoro [lapnamenty 1 Pamu (€C) 2016/1148 Big 6 nunus 2016
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POKY PO 3aXO0/IU JJIsl BUCOKOTO CIUIBHOTO PiBHA O€3MEKH MEPEXEBHX Ta iHPOpMaLiHHUX CUCTEM Ha
TEepUTOPIi Coro3y. /I [Enextponnuii pecypc]. Pexum JOCTYILY:
https://zakon.rada.gov.ua/laws/show/984 013-16#Text

10.  Hy6os. JI. B. Crpateriuni acmektu KkiOepOesnekun Ykpainu. // Crpareridni
npioputeru. 2013. Ned. C. 119-127.

Ceminapcbke 3aHATTH 8
TEMA 6: «IOPUIUYHA BIAMOBIJAAJBHICTbD 3A KIBEP3JIOUUHW»
(2 roa.)

KiGep3nounHHicTh cTana OJAHIEI0 3 HAWOLIbII JUHAMIYHMX (OPM TpaHCHALIOHAIBHOT
3JI0YMHHOCTI, 110 3aB/ia€ 3HaYHUX 30UTKIB SIK OKpEMHUM IpoMaJiiHaM, TakK 1 Iep>kaBHUM Ta IPUBATHUM
yCTaHOBaM, IIJIpUBa€ HalLlOHAJIbHY Oe3neky nepkaB. EdexTtuBHa mpotuais KiOep3TOYMHHOCTI
noTpedy€e KOMIUIEKCHOTO IIIXOAY, BaXXKIUBOIO CKJIAIOBOI0 SIKOTO € YiTKO BH3HAYCHA CHCTEMa
IOpUINYHOI  BiAmoBimaabHOCTI. IIpaBOBI MeXaHI3MH TNPUTATHEHHsS JIO0 BIANMOBIJAIBHOCTI 34
KiOep3JOYMHUM MAalOTh CBOIO cHEHHU(IKY, 3YMOBJIEHY XapakTepoM IPOTHUIPABHUX isHb,
0cOONMBOCTAMH 1X BUSIBICHHS, (pikcamii Ta T0Ka3yBaHHS.

[Ipy mArOTOBIII O CEMIHAPCHKOTO 3aHATTS HEOOXIAHO PO3MVISIHYTH TOHATTS Ta BHJU
IOPUIMYHOI BiAMOBIAATBHOCTI 32 MPABONOPYLIEHHS Yy KiOepIpocTopi, 0COOIMBOCTI KPUMIHANBHOT,
aIMIHICTpaTUBHOI Ta UUBLIBHO-IPABOBOI BIIMOBIIATBHOCTI, a TaKOX MIKHAPOIHO-IPABOBI
MeXaH13MH PEryJIIOBaHHS BIANOBITAIBHOCTI 32 KIOEP3JI0UHHH.

OcobnuBy yBary ciii  NOPUAUIMTH MPOOJEMHHMM acleKTaM IpaBO3acTOCYBaHHS, 110
BUHMKAIOTh Yy MPOLEC NPUTATHEHHS 10 BIAMOBINAIBHOCTI 32 KiOEp3JOUYMHH, 30KpeMa MUTaHHSAM
300py Ta OIiHKY MU(PPOBHUX OKA3iB, BU3SHAYCHHS IOPUCAMKIIIT IPU TPAHCKOPJOHHUX KiOep3I0UYnHaX,
a TaKO’X MEXaH13MaM Bi/IIIKOTyBaHHS [IKOH, 3aM0IisTHOT KiOep3I0UYnHAMH.

IHumanns 0o o6z06openusn:

1. [ToHATTS, BUIU Ta OCOOJIMBOCTI OPUINYHOT BIMOBITATHHOCTI 32 KIOEP3JIOUNHH.

2. KpuMmiHanpHa BiJIIOBIJAJIBHICTD 32 KIOEP3JIOUMHU: 3arajbHa XapaKTepUCTHUKA Ta OCHOBHI
TIOJIOYKEHHSI.

3. AIMiHICTpaTHBHA BIAMOBIMAMBHICTD 3a MPABOMOPYIIEHHS Y cdepi KioepOe3nek.

4. lluBiNbHO-TIPABOBA BIANMOBIAANBHICTh 32 KiOEP3TOYMHHM: MEXaHi3MH BIJIIIKOIyBaHHSI
3aBIJAHOT LIKOJH.

5. MixkHapOIHO-TIPABOBE PETYJIIOBaHHS BiIMOBIIaTFHOCTI 32 KIOEP3TOUMHM.

3asoanns ona camocmiinoi pooomu:

Posrnsnbpre peanbHuil keiic (a0o BUrajany cuUTyalliloo), KOJIHM I0pUaAnYHaA ocoba abo ¢izndyHa
ocoba cranu XepTBaMu KiOep3i10unHiB ((PIimMHT, KpagaibkKKa JaHuX, Kideparaka). OIiHITh TPaBOBI
HACJIJKA IOTO IHIHUIASHTY IS MOCTPAXIadoi CTOPOHM Ta MOXJIHMBY BIAMOBIJAIBHICTh 32
HOpYIIEHHS] HOPM KibepOe3neKu.

[Tigroryiite pedepar Ha TeMy «KpUMIHOJOTIUHUNA TOPTPET KiOEp3IoUuHILD abo «Tumm
KiOep3IOYHHIIIBY.

[TigroryiiTe npe3zenTanito Ha TeMy «Buau kibep3104uHIBY.

OmiHiTh MDKHApOJHI MPaBOBI HOPMH MO0 OOpPOTEOM 3 KIOEp3JIOYMHAMH, TakKi SK
bynanemrchka koHBeHlis. Sk VYkpaiHa B3aemonie 3 I1HIIMMH JepkaBamMH B O0OpoTbOi 3
Kibep3nounHaMu? Slka BIAMOBIAAJIBHICTH ICHYE Ha MDKHAPOJHOMY pIiBHI 3a KiOEp3JIOYMHH, IO
OXOIUTIOIOTh JEKUTbKA FOPUCAUKITIN?

Humannsa ona camokonmponio:

1. Axi ocobrusocmi mae opuoudna 8i0nosioanvHicms y cgepi Kibep3nouuHHocmi?
2. Hxa cneyugpixa ropucoukyii npu npumsieHenHi 00 8i0n08idaIbHOCMI 3a Kibep3iouuHu?
3. AHAx  cniggionocamsbcsi  pi3Hi  @uou  1OpUOUYHOL  8ionogioanvHocmi  3a

KibepnpagonopyuieHun?
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4. Axi cknaou kibepsnouunis nepeobaueni Kpuminanohum xooexcom?

5. Axi nokapannsa nepedbaveni 3a Kibep3nouuHu ma sAKi pakmopu eniuearms HA ix
NpU3HaYeHHA?

6. AHxi npobremu icHyroms npu 00Ka3y68anHi Kibep3nouunie?

7. Axi aominicmpamugni npagonopyuieHns nepedbaveni 6 inghopmayitinin cgepi?

8. AKi aOminicmpamueHi cmsaeHeH s 3aCmMoCco8yI0mMbCsl 3a KibepnpagonopyueHus?

9. Ax  pozmedsicysamu  aOMIHICMpamugHy ma KpUMIHAIbHY GION08I0ANbHICMb  3a

npasonopywenis 8 ingpopmayitinin cgepi?

10. Axi niocmasu BUHUKHEHHS YUBLIbHO-NPABOBOI  BIONOBIOATLHOCHLI 3a
Kibepnpasonopyuienna?

11. Ak eusnavaemuvcs po3mip wKkoou, 3a60aHoi Kibep3iouunom?

12.  Axiocobrusocmi mae npoyedypa 6i0uK0OV8AHHI WUKOOU, 3aN00IAHOT Kibep310uuHom?

13.  Axa npaxmuxa cyoie uwjo0o komnencayii MOparbHoi wKoou 3a Kibep3nouunu?

14. Ak supiwyromscs 0pucOUKyitini nUmanus npu mpancKOpOOHHUX Kibep3nioyunax?

15.  Axi mexanizmu MinxcHapoOHO20 CRIBpOOIMHUYmMea icHyiomos y cgepi 60pomvou 3
Kibepsnouunnicmio?

16. Axi npobnemu eapMoHizayii HAYIOHAIbHO20 3AKOHOOABCMBA 3 MINCHAPOOHUMU
cmanoapmamu 8i0no8i0aibHOCmi 3a Kibep3nouuHu?
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3. HuBinbHui kogeke Ykpainu Big 16.01.2003 p. Ne435-1V (31 3MiHaMU Ta JONOBHEHHSIMH).
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https://doi.org/10.32782/2524-0374/2022-12/96
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7. AumnieB P., IlanaceBuu, JI. FOpuauuHa BiANMOBINANBHICTE Y KOHTEKCTI HAlliOHATBHOT
oesneku Ta obopoHm Ykpainu. Cmpameeiuni komyHikayii y cghepi 3abe3neuenuss HAYIOHANbHOT
beznexu ma oboponu: npoobremu, 00ceio, nepcnekmusu: 1V mixcnap. nayk.-npaxm. kong. 2023. C.
144-147. URL:
http://repositsc.nuczu.edu.ua/bitstream/123456789/18540/1/2_5300948988634084300.pdf#page=14
5

8. Jlyrieceka JI., SAmummu O, Jlo6asina B. TenneHuii po3BUTKY KpUMiHAIbHOL
BI/IMOBIIATBHOCTI 3a KiOep3mounHu B ymMoBax Iudposizaiii cycnuiberBa. Dictum factum, 2024, 2
(16): C. 258—264. DOI: https:/doi.org/10.32703/2663-6352/2024-2-16-258-264  URL:
https://df.duit.in.ua/index.php/dictum/article/view/363/326

9. I'ynman JI. MixkHaponHa cmiBmpars y npotuaii kidepsnounnHocTi. Jlonmon: Academic
Press, 2018. 320 c.

10. KnimoB B. IlpaBoBi ocHOoBH 60poThOM 3 KiGep3noumHamu y kpainax €C. Ilpara:
EU Law, 2019. 200 c.
11.  IleBuenko O. BaockoHaneHHs KpHUMIHaJIbHOI'O 3aKOHOJABCTBa YKpaiHu y cdepi

kibep3nounHHOCTI. XapkiB: OcHoBa, 2021. 210 c.
12.  ®iminosa T. [Ipobaemu mpoTuaii kibepanounnHocti B Ykpain. Kuis: 'enesa, 2020.
280 c.
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13.  Konnaparbes B. [lepcriekTuBY NPUTATHEHHS 0 BIAMOBITAIBHOCTI 32 CKOEHHSI BOEHHUX
KIOEp3NIOUHIB. AKMyanbHi npodiemu MIHCHAPOOHO20 MA €8PONEUCHKO20 NPasd. MOS0 MOL0OUX
euenux, C. 139-142. URL: https://intrel.lnu.edu.ua/wp-content/uploads/2023/11/Materialy-
konferentsii-19-zhovtnia-2023.pdf#page=139

14.  Jlymait A., TaBmox O, IlaBmiox A.  AKTyalbHICTh THUTaHHSA OOpOTHOM 3
KiOEpP3MOUYMHHICTIO SIK CKJIaJ0Ba 3araJbHOKPUMIHAJIBHOI 3JIOYUHHOCTI. IpniHcoKuil  H0puouyHul
yaconuc. 2023. C. 211-218. DOI: https://doi.org/10.33244/2617-4154-3(12)-2023-211-218

URL: https://ojs.dpu.edu.ua/index.php/irplegchr/article/view/137

Ceminapcbke 3aHATTS 9
TEMA 7: «OCOBJIMBOCTI HOPMATHUBHO-ITPABOBOI'O 3ABE3IIEYEHHSA
KIBEPBE3IEKH B KPATHAX CBITY»
(2ron.)

Tema mpuCBsYEHAa KOMIUIGKCHOMY aHalli3y OCOOJNIMBOCTEHl HOPMAaTHBHO-TIPABOBOTO
3a0e3neueHHs KibepOe3neku B MPOBIHUX KpaiHaX CBITY Ta MDKHApOIHUX oprafizamisax. Y (Qokyci
yBaru npaBoBi cucremu CIIIA Ta BenukoOpuraHii sk fepas, 0 IEMOHCTPYIOTh NEPEAOBI MiIXOAH
JI0 perynoBaHHs KibepOe3meku, a Takoxk HopMmatuBHA 6aza HATO Ta €Bpornelicekoro Corosy, 1o
Bi100Opaka€e KOJICKTUBHI 3yCHIIIS 3 MPOTH LT KiOep3arpo3am.

AKTyanpHICTh BUBYEHHS MI)KHApOJHOTO JOCBIy HOPMAaTHUBHO-IIPABOBOIO 3a0€3MEUYCHHS
KibepOesnekn 3yMoBiIeHAa HU3KOI (akTtopi. lo-mepiie, TpaHCKOPIOHHMI XapakTep Kibep3arpos
BHMara€e y3ro/DKeHUX MIIXOJIB J0 iX TMOAOJaHHS Ha MDKHapogHomy piBHI. [lo-gpyre, mpoBigHi
KpaiHM CBITY Ta MDKHApOJHI OpraHizamii HAKOMUYMIM 3HAYHUK JOCBIA Yy cdepi MpaBOBOTO
peryntoBaHHs KibepOe3neku, BUBYSHHSI SIKOTO JI03BOJISIE BUSIBUTH HAMOLTHI €()EKTUBHI MMPAKTUKHU Ta
aJanTyBaTH iX [0 HamioHambHUX yMmoB. Ilo-Tpete, B ymoBax rioOamizamii Ta iHTEerparii
iHpopMaIiiiHNX cucTeM 3pocTae moTpeba B TapMOHI3allil HalllOHAIBHUX 3aKOHOAABCTB y cdepi
KibepOe3neKu.

CryneHTaM HEOOXIJHO NPUIUINTA OCOOJUBY YyBary KOMIApaTUBHOMY aHali3y pi3HHX
MoJIeJIel TPaBOBOTO PETYJIIOBaHHS KiOepOe3neK, BUSBICHHIO IXHIX CITUIBHUX PUC Ta BiIMIHHOCTEH,
a TakoX OI[HII e(QEeKTUBHOCTI MPAaBOBUX MEXaHI3MIB 3aXUCTy HalllOHAJbHUX IHTEPECIB Y
Kibepnpocropi. Takuii miaxiJ J03BOJISIE HE JIUIIE CHCTEMATH3yBaTH 3HAHHS MPO 3apyOKHUH TOCBiN
PaBOBOTO 3a0e3MeveHHs KiOepOe3neku, aje W BUSBUTH HAWOUIBII MEPCHEKTUBHI MPAKTHUKH, IO
MOXYTh OyTH aJanTOBaHi /10 HAI[IOHAIBHUX YMOB.

Iumannsn 00 062060penns:

1. HopmatuBHO-npaBoBe peryioBaHHs kidepOesneku CLLIA.

2. IlpaBoBi HOpMU 3a0e3neueHHs Kibepoesneku BennkoOpuranii.
3. 3akoHoaaBue peryitoBanHs kKidepoesneku HATO.

4. IlpaBoBi 3acaau 3a0e3nedenHs kidepoesnexu €C.

3asoanns ona camocmiinoi pooomu:

[IpoananizyiiTe HOpMATHBHO-TIPABOBE 3a0e3reueHHs KiOepOe3nmekn B JACKIIbKOX KpaiHax
cBity (mampukman, CHIA, €sponeiicekuit Coro3, Kwuraii, Ingis, Ykpaina). Busnaute OCHOBHIi
BIZIMIHHOCTI B MiJIX0/IaX J0 PETYJIIOBaHHS K10epOe3meKu.

Posrnsnbre ponp MibkHaponHux opranizamiii (takux sk OOH, €C, HATO, ACEAH,
Iatepmon) y po3pobii HOpMATUBHO-IIPABOBUX aKTIB 1 CTAHIAPTIB I 3a0e3MeueHHs KioepOe3neKH.
O1iHITh iX BIUTMB Ha HAI[IOHAJILHE 3aKOHO/IABCTBO PI3HUX KpaiH.

BuBdith €Bponeichki periamMeHTH Ta JUPEKTUBH MI0J0 KibepOesneku (Hampukiam,
HupextuBa NIS, Pernament €C npo kibep6esneky). [Ipoananisyiite, Sk 1l JOKYMEHTH BIUTUBAIOThH
Ha HaI[lOHAJIbHE 3aKOHO/IaBCTBO KpaiH-uiieHiB €C.

Humannsa ona camokonmponio:
1. AKi 0CHOBHI HOpMAMUGHI AKMU BUHAYAIOMb HOPMAMUBHO-NPABOSE PecyNI08aAH S
3abe3neuenns kioepoesnexu CLLIA?
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2. Axi  Oepacaeni opeanu ma YCmMaHo8u, oOpeanizayii 6xo00ams 00 CMPYKMypu
HayioHanbHoi cucmemu 3abesneyenns ingpopmayitinoi besnexu CLIIA?

3. Axi cneyianvnui cayacou ma npasooxopouui opeanu CIIA npuiimaioms yuacme y
3abe3neyenni Kibepbesnexu oepicasu?

4. Oxapaxmepu3sytime 3a2aibHi NOJONCEHHS HOPMAMUBHO-NPABOBO20 DPe2YII0B8AHHS.
3abe3neuenns kioepoesnexu CILIIA.

5. Poskputime cmpyxmypy 3azanvnodepocasnoi 2455 CILIA (ocnosui cy6’exkmu, ix
3AB80aHHS | OYHKYIL, KOHCYTbMAMUBHO-00PAOYL CIMPYKMYPU).

6. Posxkputime ocobrusocmi OisnvHocmi  cneyianibHux ciysch ma npasooxopOHHUX
opeanig CILLA y cgepi 3abe3neuenns Kibepbesnexku 0epaicasi.

7. AKi OCHOBHI HOpMAMUGHI AKMU BUHAYAIOMb HOPMAMUBHO-NPABOBE PecyNI08AHHS
3abe3neuenns Kioepoesnexu €C?

8. Aki opeanu ma ycmaHo8u, opeauizayii 6x00amv 00 CMPYKMYpU CUcCmemu
3abe3neuenns Kibepoesnexu €C?

9. Posxkputime cmpyxkmypy cucmemu 3a6e3neuenns kibepoesnexu €C (ocnogHi cyo 'ekmu,
ix 3a60anHs i YyHKYii, KOHCYILMAMUBHO-00PAOY] CMPYKMYPU).

10.  Oxapaxmepusyiime 3a2aibHi NOJNONCEHHA HOPMAMUBHO-NPABOBO2O DPeYIt0BAHHS.
3abe3neuenns kivepoesnexu €C.

11.  Axi ocHOBHI HOpMamueHi akmu 6U3HAYAIMb HOPMAMUBHO-NPABOGE Pe2yli08AHHS
3abe3neuennus kioepoesnexu HATO?

12, Axi opeanu ma ycmauosu, opeanizayii 6xo0simb 00 CMPYKMypu — cucmemu
3abe3neyenns kivepoesnexu HATO?

13.  Poskpuiime 3Micm OCHOBHUX HOPMAMUBHO-NPABOGUX akmié Benuxobpumanii, ski

B8CMAHOBIOIOMb NOPOOK 3axucmy iHghopmayii.

14.  Hxi Oeporcasni opeanu ma ycmanosu 6xo05imev 00 CMPYKMYPU 3a2AlbHOOEPIHCABHOT
cucmemu 3abesneuenns Kibepoesneku bpumanii?

15.  Axi cneyianvni ciyscou ma opeanu cexkmopy 6esneku i 0boponu Benuxoopumanii
npuiiMarome yuacme y sabesnevenni kibepoesnexu bpumanii?

16.  Oxapaxmepu3sytime 3a2aibHi NONONCEHHS HOPMAMUBHO-NPABOBO20 pe2ylt08AHHS
3abe3neyenns Kibepoesnexu Benuxkoopumanii.

17.  Poskputime cmpykmypy 3a2aibHO0epiuCaAsHol cucmemu 3abe3neuenns Kibepbesneku
Benuxobpumanii (ocnosni cy6’ekmu, ix 3a80anus i pynkyii mowjo).

18.  Poskpuiime poab napramenmy Benukobpumanii ma 11020 cmpyKmypHux eieMmeHmis y
3abe3neuenni Kibepbesnexku Kpaiiu.

19.  AHxy ponv 6idiepac ypsao Beauxoopumawuii y  3a2anbHO0epICcasHill  cucmemi
3abe3neyenns Kibepoesnexu.

20.  3uauenns 0epocasHO-NPUBAMHO20 NApmMHepCmea ) 3abe3neueHHi Kibepbesnexu
Benuxoopumanii.
21.  Poskputime ocobausocmi OiIbHOCMI CNeyiaibHUX CrysHch ma npagooxopoHHUX

opeanig Benuxobpumanii'y cghepi 3abe3neuenns Kibepbesnexu 0epicasu.
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OCOBJIMBOCTI OINIHIOBAHHSA

Busnauaetscs [lopsakom oprasisaiii Ta NpoBeAEHHS OL[IHIOBAHHS YCHIIIHOCTI 3100yBadyiB
BuIoi ocBiTH [IpuKkapnaTchKoro HamioHaNbHOTO YHiBepcuTeTy iMeHi Bacuns Credannka, BBEI€eHUM
B JIif0 HaKa30M pekTopa [Ipukaprnarcbkoro HalioHAIBHOTO yHIBepcuTeTy iMeHl Bacus Credanuka
BiJ| 19 TpaBHs 2023 p. Ne 309. URL: https://efund.pnu.edu.ua/wp-
content/uploads/sites/172/2023/09/poriadok-orhanizatsii-ta-provedennia-otsiniuvannia-uspishnosti-
zdobuvachiv-vyshchoi-osvity.pdf, a Takoxx MeTogMUHUMH pEKOMEHAAMISIMA JIO TOPSIKY
OLIIHIOBAHHS YCHIIIHOCTI 3100yBayiB BUIIIOi OCBITH Y HABYAIbHO-HAYKOBOMY IOPUIANYHOMY 1HCTUTYTI
(mani - MPIIOY), 3arBepkeHnMH BueHOI0 pasiol0 HaBUAIbHO-HAYKOBOTO IOPHIMYHOTO IHCTUTYTY
[IpukapnaTcbkoro HalioHaJIbHOTO yHiBepcuteTy iMeHl Bacuns Credanuka, nporokon Nel3 Big 27
yepBHs 2024 poky) https:/law.pnu.edu.ua/wp-content/uploads/sites/100/2024/11/metodychni-
rekomendatsii-pro-poriadok-otsiniuvannia-uspishnosti.pdf

BuBdennst nucuumniing nepeadadae 0o00B’A3KOBE BUKOHAHHS BCiMa CTYJIGHTAMH MHUChMOBOL
KOHTPOJIbHOT pPOOOTH, $IKa BHUKOHYETbCA Ha 9-My ceMiHapcbkoMy 3aHATTI. Ha KOHTpoOsbHY
BUHOCHTBCS | ONMCOBE 3aBHaHHS, SIKE OIIHIOETHCSA B 6 OaiiB, | KOPOTKe 3aBAaHHS HOPMATHBHOTO
3MICTy, SIKE OLIIHIOEThCSA B 6 OalliB Ta 8§ TECTOBUX 3alUTaHb, KOXKHE 3 SKUX OIIHIOETHCS B 1 Oan.
MaxkcumanbHuii 6ai 3a KOHTPOJIBHY CTAaHOBUTH S50.

Cucrema OIiHIOBaHHS CEMIHAPCHKUX 3aHATH BU3HA4YeHa 1.11. 4.4.3.2, 4.4.3.3 [lonoxxeHHs PO
HOPSAZOK OpraHizallii HaBYAIbHOTO MPOIIECY Ta OLIHIOBAHHS YCHINIHOCTI CTYACHTIB y HAaBYalbHO-
HAyKOBOMY IOpUIMYHOMY 1HCTUTYTI [IprKapnaTchbKOro HaIllOHATBHOTO YHIBEPCUTETY iMeHi Bacuis
Credanuka.
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